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Contained in this v c luue are discussions pertaining to the characteristics 
or the r iio traffic and cryptographic systems emplqjred ty the Russian air forces 
during the course of World War II , as known to the Signal Intelligence Service of 
the Germ n Luftwaffe. 

It is to be observed from a study of these discussions that the signal cos- 
fisiiii o a ti on equipment of tbs Russians w-as inferior to that of the western Allies. 

} t: ticulurly lacking to the Russians was VHP and radar equipment, and, in conse- 

s 

que nee (especially durirv the latter phases of the wr) , the signal cazEnmi cation 

% 

teohni rues e.^plqyed on the Sastem Front seem cGmparativeiy pri itive. It must be 
esq seised, however, that these circumstances rendered the tasks of the Luftwaffe 
l L .t.l Intelligence 'ervice in the Kast no less difficult, since, as revealed in 
the studies dealing with operations in the West, the SIS derived its most precise 
intelligence from the interception of VHP and airborne radar transmissions. 

* conspicuous feature of SIS operations in the Z<ijt w s that of mobility, s 
re Tuirmnsnt continuing throughout the entire war, ind which, in the very nature of 
things, adversely affected the quality of its work. In th-s respect the SIS of the 
West pirticul. rly enjoyed a huge advantage, ainoe it operated for so long a period 
from fixed installations. 

J.G. SSaBOURNI. 

Colonel, Air Corps, 

SIS, USjwvF. 
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Lieut. Gerd Chlubek, 
333rd Regluent, East 
Luftwaff e SIS 


I* latrouuotary 

• lirun the Luftwaffe SIS the principle* <uvi procedures uncierly ing iraffiw 
evaluation cud not differ materially as between the West, South ana nast. Indeed, 

uelievea that these principles differ to ary appreciable degree as be- 
tween * 1.1 signal intelligence services. In consequence it is not the purpose of 
t at-wi- to eiiphaaise the principles of final evaluation as such, but rather to 
ia< a* t\c distinctive features of ra.io traffic encountered the Luftwaffe SIS 
on the Eastern Profit, *nd the manner in which it wee processed. 

II. Perea— yl 

The personnel of the evaluation sections of all the SIS battalion* on the 
Russian Front caapriaea the following types of specialists: 

Firv l e vnluatora (it was found uost advantageous, when possible, to 
arrange far these specialists to work for short periods in the office of 
the Luftflottcn where they were able to gain an appreciation af 

signal intelligence in relation to other forms of intelligence, as well 
a to co^>lsa*ent their knowledge of the onecy situation in general). 



specialists on the various Russian xm^y "fronts" ( AiXMy Groups), each 
as "1st White Russi in Front", 3rd Ukrainian Front", etc. 

i 1 W L_ W . I — 
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L ivx»op officer* f n*. t be >era-*n An t? SIS and th* W«»tb*r oerric#. 

Orid 3p.cl.ll.f 

§E22i! -jlg ta on." f am" messages (stereotyped aiMagii containing warning 
reporta, status of equipment, airfield serviceability , etc.). 


~*rd-Ir»lex c lerks 



I/r a 



III. Records 

statistical ruaterial contained in a card index file was * most important aid 
to evaluation. This file contained all information Known of the era,/, *nd included 
the nm v fr of his units, and their organization, their record in Mi* war to date, 
loo tier* of iirflelda und na.ea of uaportant ersonalitiea. Naturally theae recorda 
were gu- rded ver carefulv and their safety looked to during air raid alarms or 
other perilous situation*. 

A. Air Forces 

This whs the :aoat important file of the evaluition section. It listed 
ill cnown units of the Russian air forces, there being a separate card for e.ch 
uit. All data, such as assignment, strength, equipment, movements, etc., were 
entere ; with date, and reference to the traffic frn* which the inf creation w • ob- 
tained. Inf onuati on not originating with the ~IS (for example, prisoner of war 
interrogations, agents' reports, at c.) was entered in distinctive color. 



This file contained all nmz.es appearing in connection with the various 
Russian air force units. The Russian h bit of signing *11 radio mesas es with 
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lb* qsm of the coBxaniKlixxe affl cer, and toe frequent use of the rvuae* of pilot* 
nod grt*And officer* resulted in a voliaainnu* file* It was one of the uost im- 
portant means for the ident ificati on of ^ * a^ £>^x ii> - unt t a • It cLi cl not 2 ^ 1 1 te r 
hnw often the enejqy chained call-signs , for since the use of proper nsuues in iues- 
cantixaied, unite ccsila easily be identified. The Russians recognised the 
danger of thia procedure cooperatively late, when they finally adopted cover^nuacs 

and umbers. Howe we r p the rule wua not fully cxm^lied with, ao thia valuable source 
of i reformation retrained available to the SIS until the end of the wax. 


C* Airfield Index 

This file contained a Hat of all Russian airfields known, with a des- 
cription of sis*, length of runway, nauber of revetments, strength of flak, etc.* 
After %n airfield had been cowered by phoxo-reconnaia.*>aniTe, a target number , as- 
signed by the Luftflotte, was enterec on its card. 


IV. 



at ion of Special Traffic 


r assign Grid Syst 


all message* in which names of localities were given in grid references 


wvre handled by a grid specialist. 



Russian #"id references were usually expressed by a 6- figure group with 
*1 letter frequently ad ed. This grid reference w*s often used to inform Russian 
ir units of the bomb- line • Since the operational sectors of individual Rusal on 
units were known, and since the Russian and German front lines were one and toe 
sum, an entry into tids gr-d system was easily a cos^lished. The breaking of this 
,.*«p code was further facilitated by the fact that tne Russians, in order to specify 
a location more definitely, often put the first, or the first anu the last letters 
of the encoded name at the end of the figure group ( e.g. , Nic olsy tv - 1+12 }12M; 
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Tui nov - 52439ATVJ. Another po* nt cf •ntry in breaking * he#e grid 


usually left iu* nr ooed • 



that in the c<*as of a atrlr*. of smcoded locat' one a reference to terrain eleration 


The tw^ 


t prcTudui grid systems were 





1. kncipnered long! tudinui und l^tl tudi r*»l reference!, ueed in connection with 
small-scale maps, and valid for tne entire Kaetern Front. 

2. The Gauee-Krue^ er system 5n conduction with large-scale nope, ueed only on 
certain eeatora of tne front. 


The f ire t ay atom w~ia ueed by the Ruaaian Air Raid Warning Service f and by 
Ion* rov.e bobbers , while the aecond w >s used by the tactical aviation unite, *nd 
ha t jaary variations. 




The folj owing la an ex.uupls of the aystec. by the Russian Air Raid Warning 
the entire ma p w .a divided into "Large", 'a.iil", and "smallest" aqu ares. 

A "Large" square ccsnrised one degree of longitude and one-half degree of latitude, 
Longlt .11.4&1 and latitudinal references w» re expressed in a code, which usually 
changed monthly. A " large" square wus divided into nine "icul 1* squares, while the 
"maall" squares, in turn, were subdivided into four "at-illest" squares. One digit 
numbers were used to designate the "small" and the "eaallset" squares. These ambers 
for the squares remained constant ani ran clockwise, beginning in the upper left- 
hand corner. The longitudinal aiki latitudinal refererv'e of the "large" square was 
expressed by the co-ordinates of its upper left hand corner. Thus as shewn m 
Figure To. 1, the encoded reference for t >e city of Poltava would be i*65 262. 


The Gauss-ICrue^er system 


b siaulsr grid, the primary difference 



beirv that trie dlaensio.ie of the "large" squar 


re selected arbitrarily by the 
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individual uni ta uni ng the aretes*. Kroti the 


standpoint, the else of these 


e^ieres could be determined only through experience. The eye ten of numbering the 

and “smallest” squares vha the some. 


The net hod of encoding the co-ardin ttes used to designate a large square 
varied Wi.th each Russian air irsy , *nd often even with units within an air arsy . 
further difficulty for the SIS whb ooc tsioned ty the fact that t e coded equivalents 
for longitude n.nd latitude did not always run regularly frcu west to east and north 
to south, but saoetiies in tne opposite order; also sa e units might choose to use 
* all even numbers , other all odd numbers. 


Ir. sous Sj* oquui-o <*cre not encoded py numoers, out witn 
a code iMua (e. g. "lip*" - linden tree). Thus »n encoded reference might read not 
"425391" , but "lipa 91*. 


In atiU another grid system, lon^tude was expressed by two numbers, and 
latitude fcy three. The next reference referred to the "manliest" square, ths 
' ’snail" squares being a JLtted; thus, this system still resulted in a 6- figure 
reference. This grid w^s used only in conjunction with large-scale maps 

B . Pre- iTT-J umed Form Messages 

ffcissian pre-arr tn*,ed form messages were handled by an individual specialist 
of the evnlu.ition cxxcp These messages had the following characteristics, in 

which they differed frau other types of traffic: 


1. They 


^ secondly), "tretie" (thirdly), etc., which indicated the type of report being 


rendered. 
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2, T bey cost slate 


in coneecutl 


order, which indicated the eub^ect 


on w filch * report wax hem*, rendered 



3. Thee a were 

followed by groups 

of Irregular 1 

mabera. 

which Indies ted 

strengtn of personnel, 

weight or quantify 

a 

e 

t 

1 

s 

•to. 


The following 

is ’n exv tuple of a ' 

typical pre-arranged form message: 

Message: 

perwoe 

03 


035 


Meaning: 

On hand: 

high octane fuel 


835 

Kilos 

Message : 

ou 

162C 

05 

000 


Meaning: 

kotar ruel 

lOcV Kilus 

A gi t 

n 

Kilcc 

Message: 

06 

11350 

07 

4000 


Meaning: 

M^G tu».o 

11350 rounds 

iV C bslo 

4300 

rounds 

Massage: 

rtoroe 

03 


1560 


Meaning: 

Required: 

high octaiM fuel 


1560 

Kilos 

kes sage : 

ou 

730 

05 

200 


Meaning: 

Motor fuel 

730 Kilo, 

oil 

200 

Kilos 

Message: 

06 

11500 

07 

2300 


Me ming: 

M/G acco 

1150C round. 

V C ft 

23000 rounds 


Daily reports of this type indicating stocks of rations , ammunition and fuel, 
condition of airfields, changes in personnel strength, etc, , were med* ty subordinate 
units to their superior cam^nds. 




re- arranged f otl* messages of ccnb*t a^iition units contained, for the sof t 
part, let \ vis «s to stren f th, location, operation. 1 status of ai rcr aft axai c 




DECLASSIFIED 

Authority A^A //) (> 










ana sella* gave any inform t Ion a to operations, luretian of flight a, or low ass. 
MT Krl^ locations mentioned in such saai ges were encoded. The following ia 
an ex jqpl* of auoh a Mae .go: 


Message. 

01 

195 


02 

Me rung; 

re^iMnt 

195 

S 

location 

Message: 

524313 

03 


31 

Me rung: 

Ivanov ka 

aircraft 


31 

Message: 

365 

04 


25 

Me ini ng: 

type IL-2 

serviceable 


25 

Message: 

05 

6 

07 

34 

Meaning: 

uoiemc«abla 

6 

pilot. 

34 

Message: 

06 

37 



Meaning: 

*ori *1 gunners 

37 




In addition *o their valuable contents, these meaaagea were an important 
d i to the identification of call- eigne ani networks. Even when call-signs were 
changed daily, a unit waa easily identified through this information as to numbers 
of aircraft vnd crews, and quantities of oil, fuel and ammunition, which were given 
in the clear. 3ince the fers; of these message usually remained constant for seven 
to fourteen d yi, it was only necessary to refer to a similar message of the pre- 
vious day in order to recognise the unit, and therewith to identify the call-sign. 



Daily summaries and operations reports of combat aviation units were also 
reported by pre-arranged form messages. Humber* in these massages were encoded, but 
in such •u*l* fora, however, that speedy analysis was possible. The numbers 0 to 9 
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& ' ^ 

•«rt •a.ipatrta qjr aaden from a proscribed group of 100 cumbers 

(for sx*^>xs, 812 * l f 817 • 2, 831 ■ 3, 8% » V, etc.). Ths various typos of 
airar Aft were onoodod with othor three-digit numbers from another grou : of 100 

own bars (for example, L4-5 • 307, IL-2 « 313, IL-4 - 314, 4-20 - 313, Liberator e 
324, JO 88 ■ 53?, etc.). Designations of types of unit* (fighter, fighter bomber, 
reconnaissance, etc. ) were encoded within another one hundred- mimber group. The 
oce number* were changed frequently, but the order of meanings within each hundred - 
rmmoer group mained constant. It was therefore usually sufficient to identity 
one weaning only in order to re-establish the whole sequence of meanings within 
a tajurt a- numb* r group. 

Thi* ayet#* 1 w m also used by Russian long r-.ige bashers in their strength 
reports, and by the usaian Air Raid faming Service. It was valid for the whole 
& astern Front, and therefore of the greatest isnx>rtance to all the SIS battalions, 
which competed with each other in an atteczpt to be the first to break a new a dr- 
dition of this code. 

C. feather Messages 

Kn oded weather messages were given directly to the weather liaison of- 
ficer. T hese could be easily identified by their preamble, by the random use of 
trie letter r C within the text of the message, and by the absence of message numbers 
nd delivery , roups. Weather messages in clear text, which were quite frequent at 
the beginning of the war but became rarer later on, were translated into German be- 
fore t ey were given to the liaison officer. 

The weather liaison officer deciphered messages by means of a deciphering 
table 1 Ich was broadcast every six hours froa the office of the Chief of the Luft- 
waffe leather Service. leather messages were of assistance in identifying the 
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t her 



gin of otter 


traffic intercepted on the 


ae trot i, elnee t f 


often mentioned meteorological station* together with their 



Unlike the Genian Luftwaffe, the Russian air components, under the crinml 
of Chief marsrvai riovikov , were not an independent branch of woo Eueeiaxi fOi.\>M y 

Dot were an lateral part or tne nea atdqt. xne operations ox tnese air unite were 
confined pri arily to tactioal air support of the Army* Ttiej were therefore an 
ins tn— ont of the Anay , operating <ccording to Army needs* Actual ogaciand of Rus- 
sian air units during operations w*« in the hands of ground force censsanders, the 
<ilr force coe&nders acting in advisory capacity. On the ot «r hand, air foroe 
con lmders were solely responsible for the execution of air missions. The very 
stricture of the Russian air organisation emphasises its purport as an lnstrumsot 
or ths *>rmy* Of 12 # OOC Russian aircraft identified the Luftwaffe SIS during the 
w nr long range bombers and naval aircraft excluded), almost 10,000 (more th n 
eighty percent) -ere fighters and fighter Lumbers. Tne remaining twenty percent 
were bombers; but even these operated in the main against front-line targets. Only 
r*r.3jr lid they attack Ge.iaan airfields or c csmairu cat! ons targets lying to ths rear. 

B. O rganisation v See Figure No* 2) 

The ir units of the red Aroqr were organised in air erodes. At tne end 
of the war there were eleven xissian ai armies in oper tion along ths S stem Front. 
T sir designation, from south to north, was as follows: 17th, 5th r Sth, 2nd, 6th, 
l6th v *th, 1st, 3rd, 15th and 7tb /dr -vrmies. One air a r^r w s assigned to each 
aruy group, vo whicn it was operationally subordinate. The air armies eers sub- 
divided into corps, divisions, regiments and esoadnllea* According to the isg>or- 
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taaot of its tuk an air ^ hau fro* two to sight corps. Originally toes# corps 
comprised mixed fighter, fighter bomber and txmber units* During the ear a trend 
eae no ted to change these mixed corps into uni fa u carps, and ly the end of the 
ear there was only one mixed carps (VI Carps) left on the Eastern front. However, 
maxy division* within corps that had been designated as uniform were mixed. Each 
cores comprised two or three diviaioxas, the divisions two or three regLaenta each. 
Bach regiment was divided into three eacadrllles, which, with the exertion of a 
few reconnaissance eacadrlllee, did not appear Independent 3jr in the radio traffic. 

Reconnaissance and artillery observation aircraft, as well as transport 
units, were occasionally organised as escadrllles, but were usually regiments, and 

e 

were directly subordinate to the air armies. Bach air aruy normally had oas recon- 
naissance and one artillery observation regiment. Air armies in areas where pre- 
parations far a concentrated attack were under way wer* often reinforced ty on s or 

» 

two additional reconnaissance regiments. P j noting such reinforcements, Russian 
intentions could frequently be determined. 

C. strength 

The strength of the Russian sir armies Aq the Eastern Front at the end of 
the war, as determined franc. signal intelligence, is shown ty the following table: 




Divisions 

R.jrfLaent. 

Fighter bomber 

11 

38 

127 

Night ground attack 

0 

10 

27 

Fighter 

10 

48 

171 

B<mber 

5 

21 

63 

Reconnaissance 

0 

0 

13 

Artillery observation 

0 

0 

6 

kljwd unit. 

l 

5 

0 
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*ooardiag to strength r oporto, which indicated an average of thirty 

aircraft par regiment, the total sober of Russian aircraft in support of tbs Arar- 
at ths and of ths war ms app roximately 12 , 000 , ’Alch for operational purposes vara 
dirt dad approximately *s follows: 


Fighter bombers 

30TO 

Right ground attack 

800 

Fighters 

5100 

Members 

1900 

Reconnaissance 

u 00 

Ax cillery ooservetion 

200 


T ness figures do not include long renge boeibcr units and naval aircraft. 

1. Filter Bombers 

The standard t ype aircraft of mission boaoer units was ths strong}/ 
armored IV?, naoed after its designer, Il/uabotain. The number on hand, as wall 
as the rats of production of this type airoaft w e re both ver> high. Origins 11/ 
designed as a single-seater, heavy losses were encountered. Therefore, with their 
typical gift for improvisation, the Russians simply cut another seat for a gunner 
in ths fuselage of the aircraft. A rearward-pointing machine gun was installed. 

These modifications Mrs adopted by the Russian aircraft manufacturing industry, 
and by the end of the war almost all IL-2'3 were two-eeater aircraft. 

This change resulted in a sudden soaroity of aerial gunners. The problm 
was solved by taking every available soldier fr& the ground fore 04: who bad never 
had ai^y experience at all with an aircraft, and giving him % very short ecu. .-a of 

training as an ssrlal gunner, for this reason, ss well as becauss of ths w mil armor 
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•urrou/*iing the gu imr'i position, omuaIUm 


17 high, sad prisoners of 


often referred to the 


invent as an aerial garner as a * ticket to heaven 


This 


was probably true aa mazy pilots were found to ha~* been punished by assignments as 
aerial gunners. 


The Russian night ground attack aircraft «-s the PO-2. Its previous 
designation as U-2 vas changed in *xiguat , 1944, in tribute to its designer. Poll- 
*arpov. The f orusr designation signified "utohehiy" (training aircraft), and as 
such it had t>een used exclusively. Here ugain the Russian gift for i m p r ovising 
cane to the fore. After the luftsaffe had alnoat completely annihilated the Rus- 
sian *ir forces at the beginning of the war, all Russian training aircraft were 
taken out of the schools and thrown into battle. They were used as auxiliary 
baabers, and the bombs were released by hAnd. 

This type of aircraft boasted good performance records, could land 
‘nywneie, and proved itself especially in nipht operations. Even ehen newer and 
etter types were available in sufficient numbers, the PO-2 remained in action. 

It w<s further improved, rnd even newly-activated umta were equipped with it. 
German soldiers on the Eastern Front humorously called it a * a awing machine", but 
the aircraft often r * 3 ponded to this epithet in not so tumorous a fashion. 

2. Fighters 

Most fighter units were equipped with Iakovlev (lak-1,3,7,9) and 
LavotechJcLn aircraft (LA^-5 ani 7) • The newer models of these aircraft equalled tbs 
German ME -109 and FW-190 in speed, armament and performance. 

The only aircraft of foreign manufacture used at the front, and that 
on a small scale only, was the Bell P-39, Airs cobra. Difficulties in replacement 
was probably the reason far the limited use of this aircraft type, although Russian 

‘Uliihii. |h TQ P SECBK i i| L I Jji .1 
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rs often state! twt t taey did act Ilk# to fly foreign fypt aircraft. 


3* Boibin 

The acst prevalent type cf bother w hi the PE-2, na.. ed after its de- 
signer, Petlyakov. The it* Jorl tj of daylignt boa be re were of this type. A later 
model, the FS-3 , appeared at the front for a short tiioe only sal then disappeared 
aa it obviously was not a success. 


Prisoners of war predicted a great future for the TU-2 bomber, designed 
►y Tupolev . wtiich h*d occasionally been mentioned in Russian radio traffic in the 
List year of the w %r. T *e Luftwaffe ilJ waa unable to identify a single unit at 
the front completely equipped with this type of aircraft. 


The Anericnn Douglas ^—20, boston III , was also extensively used. 
i+m Reconnaissance Aircraft 

Close reconr.aiss tnce units were primarily equipped with the fighter, 
Tak-9, *lth built-in camera; on occasion also with the IL-2. Quite frequently mes- 
sages intercepted free U-2 unite indicated that this type of aircraft waa being used 
far night reconnaissance* The r^-2 waa ercplcyed exclusively on long range recon- 

rytia* vdcc . 

S, Artillery Observation Aircraft 

Fighter types, and occasionally rL-2's, were used for artillery obaer- 

% 

vh ti or. and fire control. 





K. Air Support Tactics 

The monitoring of Russian air ccmbat units not only brought the strategic 
results mentioned above, moat of which were obtained from pre-arranged form me a- 

sages and other types of daily reports, but also intelligence of imediate tactical 
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In thin latter connection, the prime source of such Intelligence whs the 
requests for air support originating with air liaison officers at amy and motorised 
corps headquarters. 

These messages re questing air support appeared in the point-to-point net- 
works be tv aen air armies and their air corps and independent air divisions, and 
were transmitted almost exclusively ty radio. Sirve these messages could be read 
by the Luftwaffe 315, the German C am mxu 1 whs currently informed of those targets 
for which air support had been requested. 

By the time that operational instructions were given to an air division 
by an air corps, which incimciiacLfl wen- again intercepted by the SIS, German troops 
had been warned and counter:^ as urea taken. 


Tr.eee Air support messages were of particular value to the German Anqr units 

beo^use: 



1. I$r virtve of the close co-operation between Russian air and ground forcea, a 
/round attack coulu be expected whenever strong air support w^a requested. 

2. Air liaison officers reported their locations in these messages, thus re- 
vealing the position of Russian a ruy ana carps headquarters (ground forces) 
at which they were stationed. 

3. Fran ground situation reports, which were usually transmitted by the air 

li lisou officers several times a day. An accurate picture of the frontal sector 
of each A luy unit could be obtained. 


Results of Russian reconnaissance, which were can junior ted to the sir liaison 
officers by radio, indicated to what extent German » rong or weak points had been 




T'« «lr division* currently reported to the air corps or air armies tho 


nu&bmr of their airc aft which had taken off or loaded incidental to olaai one . 

T .eae reports allowed Rusal in losses to be competed, .« nd gave the GersAii C omaand 
a els .r picture of ths current air aitu tion, diking costly patrol flights unneces- 
sary. 'lenu.in 1*1^ Tter units only took of! when 613 reports indicated that there 
was a chance of contacting the er*y. 

Farxnemore, 613 R/T <xit-st ntions, as wel^ .*s Geru.n rad r stations, could 
’ M u * the basis of reports of Russian aircraft taking off, thereby Improving 
their efficiency. 

VT. Al r rwfe»nse / o rcss . 

A. Organisation 

Ths PVO (protivovosduechnay * oboronn a air defense) air units wars fightsr 
units which operated in defense of the Russian hinterland. Similar to the air 
unite on the front, they were organised into regiments, divisions and corps, but 
were not under ths ermoand of the sir aruiss. 

It is interesting to note that a great maiy wcxien were employed as pilots 
in t *se } *'0 units, ana according to Russi m press reports were credited with shoot- 
ing down a member of 3<naan oiremft. 

B. strength 

Four corps, six divisions, and forty- two regiments wars identified by the 
316# Ths IVO regiments were considerably stronger than those at the front. Pre- 
rrangad fora mss ages from PVO divisions to corps often referred to a regimental 
strength of forty-five or more aircraft. An estimated average strength of forty 
kircraft per regiment would therefore not be too hi#i. 
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La contrut to the air uni ts at the front, PVD unite were equipped mare 
frequently with allied aircraft types, each as Jiracobras, Kitty hawks , Spitfires 
and Hurricanes, 


K ssiun obsolete types no longer used at the iront were employed ty the 

PVO units • AiuoiXt these were the MiG- 3 end LnGG-3. The MiG-3 was designed hy 

% 

yi Vrmrmm »nd QuzyerltSGu, «aile tne l. sgg- 3 was the composite creation of Lavotschkin, 

Gcrbunov aivi Gubkvnr. 


Luwax^^rp vion or rvu radio traffic did not give a complete picture, since 
Russian land- line cocssjinj o*tior. in the rear areas was adequate, ana very few radio 
messages were necessary. H o we war, the Gena an Coomand was not much interested in 
»i ils of the defense organisation of ttf- Russian interior, since as the war pr<^ 
grassed German long range bomber raids became most l n f r e qu ewt . IXiring German long 
range reconnai a ****?• aissioas, radiu traffic or tne PVO units was monitored, and 
warnings given to the pilots. 

9 

fcrtvtps tne most important results obtained frem the »nonitoring of PVD 
tr -iffic were the aircraft recognition signal a thus secured. These signals were 
▼*ii L for the entire Astern Front, and were usually intercepted in PVO uisssages 
two or t urea days in advance of their use on the front. In several esses, German 
re connsi seance aircraft eluded Russian fighters cy the use of these signals, 

VII. Russian Naval Air Units 
A, General 

The Russian Navy haa its own independent air force, which had the following 

duties: 









« 
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protection of kuoei n a^vtl unite and t air ban. 
support of navtl Of«riUao«, 


}• To eomb-it ene^jr naval for coo. 


r ' row* were trainee in novel *li faroe school* ( VU AU ■ Tnrenno Trolriyo irt >il niuifgo 
u too hi lloohtocho ) . 



7 fat ^TS in the &*st only monitored tbo air traffic of thooo n *oiaj| 

u-vil forces " • position to ooerate against tho Comer; , Thooo were: 


1. Tbc 0 ,1 All- wr*. 

2, Tho Hal tic Float Air am, 

5. Tho Artio /loot dr Aim, 


Ra/?h of throe uni to had lto awn fi htor f fighter bembsr, bomber, torpedo 
bomber, ml ne- Lay i ng , and roc on»AAi aoanoo aircraft, which were organised similarly 
to tho air unite of tho Rod ,jcy . Corps did not oust in the fleet air erso, a 
division being the ^argsot unit, consisting of throe to six reguaonts. 


| * ins-la^'lag and torpedo faaaber am — aft were « specialtv of tho Naval Aj: 

I'n’Ti. Taelr crewi wore specially trained in tho laying of mi nos and aerial torpedo 
attacks. 


The bciaber reglm onto ware trained principally in dive- bombing techniques, 


md 


primarily used s such. 


The fighter bar. be r regiments were usea in supp ort of Russian naval lanHl t^g 


operations 


» 
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ragimsnta were used 


uajrbor®. docks 


homos r units. 


ass installations 


bombs r and fight sr 


C. St 



The strength Russian naval aviation uasd a ^inst ins Gsrnans is sh 


ths following tabls: 




I 


1. Black o* ■ Fleet Air 


Ui vision*: 


Regiments: 



5 


Barber 


Mins-Torpsdo FI. Bacb, 

- — 


o 


1 


Total K Ci 


150 


120 


30 


) 


2 . 


B * 1 




1 tic Fleet dr inn 


*-*1 visions: 







»ir 


or aft 


Regiments: 

Total 


9 

2 70 


3* A rtie Fle et Air Arm 


Divisions: 


Regiments: 
Total A/C: 


5 

150 


30 


30 


60 


60 


120 


30 


li*i* of an vera,e of 30 aircraft to a regiment 


Genaamr 


30 


30 
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r.& it«r« jjo 

200 


Min*- Wins A *.orp*£o 


‘■ bmi 

100 

Tight «r b<»b.r. 

200 

Ra-w.Aiaa.no. VC 

100 



Sine in. lnt«ro«j>tlar at' ? . >*i *a a>v*l aviation traffic by th« L«f t »nff. SIS ... 

ta thoroi^h, th* flgur*. £iv«n nr« prooobjjr coitmjh^j «ti t» (r.vr-l» y tc tbe 

•ctu *2 •tr*n*th of thM* unit*. 











fighter and fighter Nmbsr units, a Lai 1 st to those of the air forces of tbt 
Xr^my * *» ra with *1 re raft of the LA and Yak series, as well as with 




Tba busier oiuU, uuireipoudii^ to their pr imaiy ■lesion of attacking ship* 
pl'<4; fpi-i Urn ^UtMaa, were *<julp : sd exclusively wito the dive-bomber Pl-2, wtiloh 
had diving brakes, end an aut<metlo device for leveling off. 

The nine- Laying and torpedo bomber unite used the 4e*rloan *-20, Boston III. 
Y v 1el "0* cf t M a type Had been re-equipped for mins- laying and torpedo functions, 
and ha*l a capacity of 1350 kilos of mine* , or one or two torpedo*. 

The reconnaissance units were equipped primarily with H-2's and Boston III 1 
Occasionally a wall .number of w eric an FRT 's (Cstalinas) were observed with the 
Artie Fleet. 

The Russian flying be ts KHR-2 (Mankol BlishM R saved teofcik ■ Naval fcecoo* 
nei ssaiK'e -d.ro raft) f and MLfi-1 (Morskoi Delni Rasvwdtschik ■ Rang# Naval 
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nrt; , which 
Uttr hen — § obsolete. 
»tr« used for air ee« 
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««rt used far rtccnmiuiocd ot tht beginning of tbe mr 


Tbe for *lrar+ft of this type wtu.cn wore • till available 



The kaiiUrw, therefore, did not fceve a • igle purely naval type aircraft, 
which mo suitable far oambet, Bwoa tt«ir carrier tirortfl f KCR-1 ( Koto bo Ini 
jioaiot) mo c<a%letelr obsolete and not used far o<nut. So for oo mo ukm, no 
now type of feueel* o navel aircraft mo under development. 


The into! linear* 1 p+4 hr tho Luftwaffe SIS mo derived prlmsii \j on o 
result at solving the oall-algn reclpherment table need by Russian naval aviation. 
The Russians foolishly kept thio real phe merit table in uee for sore vim* • /e*r 
with t>e reoult th^t it woo completely reronotruc ted tg the SIS. from there oa li- 
ft igne not only air unite cou^d be identified, but aloo tis naval unite with which 
they wurked. The baeeo of the air unite were determined by Ik'F. Teke-rff mes- 
a gee fmm naval air ragmen to, and reoonnai oaance reports oould be read in aj^l e 
time to mrn G«nan submarines and co nvqjre. 


VUI. 



Russian civil aviation (C-VV a Prashdanekl Voeduachiy Fxot) woo organised in 
regiments, At the beginning of the mlt it hod given up ite beet pile to to the long 
range bember forces, end during the mt it wao devoted exclusively to transport 



The principal aircraft types used were tbe LI -2 ( Lieal tec hanekl ) # e model 
of the Douglas DG-J which previously had been deei^veted as tbe PS -84 (Paeeaehirekl 
Semolet ■ transport aircraft) ; and the Yak 6, which had a capacity of 520 kilos or 


six persons, 

> 
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Traffic of the Ru*«i an civil air float was not 


the Luftesffe 


tically intercepted 


, and the oljiII Quantity of aesttgei available did not yield 


aiy eignifioant intelligence. 


IXm Rufhn Air Service Ccsauand 
A. General 

Pr<® signal Intelligence it was evident that Fujian air service unite, 
despite the fact that they had to work with eouinuent inferior to that of their 


J 


German counterparts, performed in an excellent manner their Make of »curi 
tactical unite, and constructing and supplying air bases, in no case, even uuxiug, 
periods of zsudtfy wecther ilr 4 during the severest winter, oould an intemipti on of 
aerlnl operations be attributed to these service units. German Luftwaffe co^mders 
always marvelled at an admired the speed with which Ihissian air units were able to 
tr utsfer their bases in the wake of advances by the Russian ground forces: this 


could only 


service units 


F. ^ganisatior. 

The largest unit of the Air Servics Came ad was the District Air Base Depot 
(RAP ■ Rayon -viasionrvago Baslrovaniya) . and. in the case of the Naval Air Foroe, 

• « NdVil Air Base Depot (MaB ■ Morskaya Ariabasa ) . The Amy unite were subordinate 
to the quartermaster generals of the various air armies, and were oanp&r'ble to the 
German Regional Air Base Depots. 

As a rule each Russi n air a ray had 3-5 of these district air base depots, 
but in critical sectors there were often as maiy as 10. 


A district ilr base depot comprised the following subordinate units: 



l Ot-' SELKE I 
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U 3-5 Airfield (BID - 

the aoet important uzu ta within the air 


3 . 


tell an eerrloed one or 


and auppl y of which it waa responsible. 


unit or unite occupying ita airfields and 


2. 1-2 Engineer flattalior^a ( IAH 



lndepende 



(0*TB 


wruch waa charged with the traruportation of nil sup; ilea, 
by t nm number of ita district ai*- h^ae depot pi 


116 0 -1Tb). 

U- 1 independent dlj^ml C 
signal ccxununicati on and 

depot. 


Otdelnaya Kota Jeyaal ) 


designated by the a 


i*mber aa ita district 


5* R epair ch<^a for aircraft mu motor ve nicies. 

6. Duopa far fuel, aujounition, clothing, rations, etc 


The org niaatlon outlined at ore wua Lao applicable t t the Russian Narad 
Air Pore a Service Ccnmand, but not to that of the long r*nga Ixmber force. The lat- 
ter had no district air base depots but only airfield battalions which were an integral 
part of the long range 1 ember regLwenta. 

C # O rder of cattle o, i ^regent e^ 

wince t e airfield battalions made daily reports to their district *ir base 
depots od tv lumber of serrloeable and uneerrioeable aircraft in the tactical units 
they were a erring, it was necessary far ths Luftwaffe SIL to build up an axact order 
of battle of the Russian Air derrice Ccirjnanri in order to make the fullest use of 
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intelligence. Such an order of battle, when exadned 


daily reports 


Rue alan airfields and tactical unite 


d to predict aoveaents of tactical unite on the basis of airfields under con- 
struction. 


Radio traffic between airfield battalions and district air base depots was 


lively, and t e location* of airfields could be readily determined 
of messages, or by means of D/F. 


the contents 


Reports on the construction of new airfields were of special value singe 
they revealed cne. y intentions, and p Knitted the Geroans to prepare far Russian 
offensives. No R asian offensive ever commenced without very strong air support, 


which neoeeeit .ted that airfields be located t a ulose to the front 


•this 


(Puseian SOP called for aviation in direct support of the ground forces to be located 
uo mi ore then forty kilometers behind the front; on some occasions these airfields 
rare so olose to the front that aircraft on the ground were hit ty German artillery 
fire). The number and density of such airfields under construction were an excel- 
lent indication of the tiiae within which an offensive might Je expected. Because 
of the time required to ocmplete these installations , no Russian offensive really 
took the Germane by surprise. 


Radio traffic involving move ents of the airfield battalions w>i likewise 
very carefully monitored since these afforded clues as to the direction in which 
the tactical unite would later move. The following is an eraiqple of thla. 


re conquest of the Crimea in the spring of 1%U freed two Russian 


amiss for further assignment. The German Crammnri 


natural ly greatly interested 


aa to where these air armies would next operate. A few days later the Luftwaffe 


I 
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mppliad the answer to this question* One airfield battalion had received an 
ordar to board a troop train in Simferopol. After the train departed, the airfield 


battalion aent a radio 


. 

lag ita location* finally Go el 


air 


depot at each step, report- 


reached. Th* Russians naturally had 


of 


knowing with 


anxiety thla 


nt 


being foil weed by the chiefs of staff 


of too Genian Luft flatten, one of whem felt greatly reliered when the Russian air- 
field battalion finally stopped in G<x el, and not, ae ha had faared, in hit sector 


obwious that the airfield battalion would b* followed br tactical unite 


It 

l not ty the whole air a ray. This aa sumption w*e ccnfime^ • abort tine later when 


mowed 


the Crimea to ths central 


of tne front. 


The new operational area of the Russian fcth Air A ny, the aeoond of the two 
air armiee frred for other duties by t anal nation of the campaign in the Crimea, was 
also quickly determined through the SIS* A message from an airfield battalion was 
intercepted, which when decoded, read: "The quartern for the ttth Air Any in Ternopol 
are rea^r " . Shortly afterwards this jdr any mowed from the Crimea to its new sec- 
tor. 

Not only the Luftwaffe Contend, but also that of the German Any was inter- 
ested in such reports, particularly since the Russian air forces were an integral 
p rt of the Red Any, nd consequently their transfers could be taken aa an Indic- 
ation of Lm.dnent mores on the part of the Hose inn ground forces. 





The interception of the radio traffic of the Russian Air Jerri oe Cci «anr1 
also yielded nliiUi Intelligence on supplies of fuel, — mnl tlon *nd other materials • 







"he district *lr b&e* depot* inf armed their eubordLn.it* airfield bat- 
talion* by radio of *11 raileegr ■.ov«**nt* of aupplia*. The*# aesaagee con taliped 
the des t. nation, number of o- r* # ».nounl of sup 11m, and ths scheduled da/ of ir* 
rival. The arrival of tne trains at their destination was in turn reported by tfc* 
all field bat tall one • ,». hum >n ral leey station ccnaaandsrs nay hare eondered 

ety Gena m bombs fell on their stations shortly after tr inloais of fuel and aj^- 
■urri tion had arrived. 

A service ocunand point-to-point network on the southern sector reported 
the arrival of all repla c ement aircraft for the 17th, 5th and 8th Air Andes which 
■n ferried from the aircraft factories. The distribution of these replacements 
could be followed in the at ength reports of tactical units down to regiments, thus 
permitting an insight into the aircraft turnover rate. 

Pre-arranged fare messages transmitted by the airfield battaliane yielded 
information on the current supplies of fuel and ameunitlon at airfields. Thase 
reports also formed an excellent basis for predicting Russian offensives , since 
supplies of fuel and annaini ti on an airfields were always increased before the be- 
ginning of an offensive. 

R. Miscellaneous Intelligence 

It whs also the task of t is Russian Air Service Cmaand to salvage German 
aircraft which had been shot down, or had made forced landings. Reports on such 
aircraft, transmitted by radio, afforded much information on missing German aircraft 
and crews. In msiy oases it ms possible to inform the fmily of a German soldier or 
officer that he was not missing but s prisoner of war. 
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In mm uutuoM, report# of tie Lat.rrog.Uon of Goman air cm* **r* 
tranteittad, together with the twaaaa of tho prlaanora. This the Goman 

Coaand to inotl^ta inaodlate court nartlal pran aa.11 i>ga in aboontla, vtaare ail- 
itary aacrata had boon rare a lad. 

An air aorwioa oaauod network of the Kuaaian 8th Air Ar^jr on tto aou thorn 
■•otar reported th« rouUi to bo non t gr lutiitA airciaft In lAr|t-Actlt ground 
ittioi tt | also jkontioning tho tine at which ouch attacks would toko place. Tho 
•ir tr^r usually ordered tho placing of — nk o markers in tho frontal art* tho djy 
before ouch on attack woo contemplated. All Russian aircraft had to fly owor thooo 
■nko markers, which were uoed ao an arimtatian point. Thooo moke signals not 
only indicated tho direction to bo flam bjr tho airorwft , but always oorroopondod 
to tho di root ion of advance of tho ground forcoo. Through experience, tho Luftwaffe 
SIS loams 1 that those smoke signals wore ordered far a time wtucb proooodod the 
actual time of attack lor thirty minutes to an hour. Thus, tho Gorman Luftwaffe 
and Any oanoanda could usually bo Informed twenty-four hours in tdvaxaoe of piano 
fear ouch a Russian attack. 

X« Air Raid Afarnina Sorvioo 

Tho prolific radio traffic of the Russian Air Raid Yarning Sorrioo was monitored 
regularly ty tho Luftwaffo SI i, and provided tho following lisportant intelligence t 

a) Reports of Goman aircraft over Russian territory and their pool ti one. 

b; Reports of Russian and imorioan flights over Russian territory. In tho 
case of flights made entirely within Russian territory those included 
the time of take-off and airfield destination; in the oase of flights 
into German territ<ay , the time the aircraft crossed the front was given. 

S' 

When Genian aircraft were observed, especially in the oase of long range reoo^ 
| noi seance, it was possible for *he SIS to warn thorn tfrwit their position was known, 
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and to r 


nd a cfwvc of coutm or erosive action* 


Chau Russian aircraft were rrpcrtei, valuable information was af*cn ob- 
tained -■ onr^rru.ng la ^er.Ung oper* tiun« of tne Kusalan loitg ringe baabcr force; re- 


porta of 4ue lean aircraft often yielded intelligence on the "abut tie flights" ami 
* triangular flight*” of the 8th and 13th Air Force* 


T\e firat fli^nt of Anmr\n*p f bo&L^io urcr Sonet territoiy van 

not reported bv the Russian Air Hold 


4 Service, which evidently wae taken 
cmpletely by surprise, since, an the foil caring day. maxy massages to nsual ob- 


» 


an i flak units contained descriptions of waerioan aircraft types 


insigai 


Luft 


nil cate Folia v as an alrfisld 


> 


> 


Aaeric m bombers, since for weeks prericusiy the Hus si an Air Raid Warning networks 
riad on several occasions reported single feiariran Liberators flying from Tabris 
over the Cauotsu# to Poltava. The German Ccrauind haa at first interpreted these 
flights a courier flights; but this theory was quickly ci Hissed since it wus known 
t ha t no Russian higher headquarters were located in Poltava. As soon as the first 
kaeric ui besaber formation landed In Russi * f the significance and purpose of these 
previous individual flights were re Used, and it was a matter of simple deduction 
for the 3Li to point to Poltava as the airfield being used* Photo reconnaissance , 
carried out the following morning, confirmed this assiszxption. 


All further American flights were reported ty the Russian Air R id Warning 
5srr.ee, nd were in turn intercepted l y the Luftw ffe SIS. The following is «n 
example of such a report: 


Message: 0600 11 JO 


356 358 3A 52A 


Meaning: 0600 - 1100 hrs* 1 


0 Liberators 


366 3A 
5 0 
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Me uiingt 


meaning; Tiraspol 


1100 nr*. ?bOC ( »ltituoe in we ten) 




Thu* 


obtained the time of t*ke-aff (0600 hr* 






point of departure (polt**va) # the route (Poltava-Kirovogred-Tiraspol > , the nl* 
and time *t which the front was crossed (Tiraspol at 1100 hr*. \ and altl tr*4e 




(7600 


Similar information was reported on the flight* of single Lightnings 


which proceeded the boater formations u* weather iwc>onaisaance ships. 



Since these reports were usually transmitted (Miring the evening pro c eeding 
the day of attack, asqple time remained for the preparation of German countermeasures. 

The first SIS report of this nature met with little credence on the pert 
of tie Luftwaffe Ccsmand in tret sector, which at that tins was Luftf lotte 4* In sa 
attempt to confirm this intelligence, the Luftflotte sent e reconnaissance aircraft 
to recondter the course of the it^erican aircraft as predicted by the SIS. The rw- 
counaisaajrce aircraft met the Aaarican formation at tie half-way mark, reported the 
letter's position and course, flew several hu:«dred meters above tne bomber formation, 
took several fine photographs of it, and then was shot dowr. ty two Lightnings. 
Fortunately , t A* incident took place over the German lines, and the reconnaissance 
crew parachuted to safety with their photographs. Tbs only expense to the Luft- 
flotte for its distrust of the SIS intelligence was tne loss of a JU-88. cesever, 
all future SIS reports on this subject were accepted ty the Luftflotte without 



UP SECKtl 






Zuttuir intercept an the Kutcrn Front brought only insignificant reeult* . owing 
to tbo rare use of radar tor t ho Russian Air *«rce. On several wco*elane, ina ko»- 
•la n radars HUS— 1 and 2 (radio ulavli ratal same as tor ) and MRU radio ul&Tll* 

ratal) wars sentioneri in messages lntarcaptad on pen r.t- to- point raatworke, but no 
other dotal la vara revealed. 

Several priaonera of rar atatad that intruder regjjBBzxte of tha Ruaalan lonr 
rang# aober farce uaed radar a gal not Goman night fighters, However, no traoo of 
az^y air tun. o rad/tr equip&ezxt vaa found in any of the aircraft shot dosn 9 and It waa 
concluded t\ »t in the case of the statements of thoaa prisoner^ the slab w*s fatbar 
to the thou h*. They probably knot tuat tne aiai All lad air forces sore 

«alng auch ecjiAjcent, and wished the aaaia for their own air forces. 

III. Conclusions 

It can bo stated that the aunrMM? of the Luftwaffe GIG on tha Eastern Front 
rsprsaontod the Boat important and ncuiprehensir? acuroa of intelligence on the 
Ruaalan Air > ore a to the German CanrAnd. 

No Ruaalan large- acale of renal vs took place 9 beginning with Stalingrad and 
contimiirvf up to tha breakthrough into East Prussia and Silesia, that vaa not 
anticipate! by the SIS, and reported to the German Caomand. Signal intelligezioe on 
the organisation and order of battle of the Soviet Air Force waa ao ccnprehezieiee 
that prlsozvr of war Interrogation waa able to contritxite but two or three percent 
additional Intel li gence. 

In the last phase of the war, when enemy air aupsriarity and shortage of 
fuel ..-ids aerial reconnaissance Impossible, aigji-I intelllgezjce rspreaantod the only 
source of Tmay intelligezioe, a iA its reliability waa unquestioned. 
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Li.ut. f«rb*i smcIi 
353rd Regunent, X&at, 
Luftwwff. SIS 


I. D>T*lonn.nt of th. Ra..i.n Loot: Rang* Bdxr Paro. 

Soon .ft.r tha outbr.&h of the RuMO-Genuw wax , practically all of tha Russian 
l'W'g r^ngf bawhsT- force vu destroyed, either by German attacks on Russian airfields, 
or in cauDat with German fighters* What was left of it was withdrawn froei action. 
v ars t^l Golovanov, chief of long range bashers, reorganised his f canoes with the in- 
tention of using them in night (operation* only, owing to the threat presented by the 
strong German flak defense. Tha first successful operations following the reor- 
ganisation took place in tne cattle of Stalingrad* Fran then on, long range bother 
operations played an important part in all Russian offensives. The training for 
the alkht operations was of long duration; at the end of the war each benber regi- 
laent had crews which were still on a training status. 

The long rsnge bar. her force was considerably increased in 1943 when each 
division whs split into two, i*e* eight corps were formed from the then-existing 
eight divisions, e ch corps c<mxp rising two divisions* another carps was added in 
19V. • Sach division had two regbnents, but, b£ the end of 1944, each division had 
received a further regiment, partly equipped with the new aircraft type KR-4* How- 
ever, these new regiments did not become operational until close to the end of the 
war; and even then they had not yet reached their I/O strength in aircraft and 
crews. 
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Ajw.rt trcm the V ocher regiments, each carps was supposed to contain s night 
intruder re gl sent f which the Russians celled s "blocking" regiment. Only two of 
these regiments actually became operational. The were equipped with "Boston" 

*-20-0 attack bother a 9 *nl hsd the task of "bloc King" German night fighter air- 
fields in the target area, thereby keeping the Gera n night fighter defense on the 
ground. Their secondary mission whs to attack German flak installations. Tbs Rus- 
sian 71 gh Ca^oarvi eventually abandonee the creation of further "blocking" regiments 9 
and those alrea<fy in existence were, in part, reorganised into bomber regiments. 


i 


The long raite bobber force was very active during the spring and simmer of 
15^:. The aim of t'n« imaaimui «di! to force G«r Any * s Axis partners out of the war; 
terror att eke were therefore oorried out against Helsinki 9 and later against 


ruditpeei and utner Hungarian cliiow. Fyi wiic take of efficiency 


1 


units in the 


north, and similarly in the south were grouped together tactically, this had the 
affect of creating two separate bather forces, although no administrative or or- 
ganisational changes were involved, -s a result, massed operations of 400-300 


aircraft at s time took place. 


In the fall uf 1944., following the attack** on Finnish and Hungarian cities, 
long r nge bomber operations were limited to the supplying of gusrrllls bands, and 
the drop irv of agents behind the German lines. The bather *arce wa a also used 
to brin^ reinforcements to ths front, particularly to the Baranov bridgehsad sector, 


from where ths next Russian offensive began. 


At the end of 19***,, a re organ! sat ion of ths long r nge baa her force began, with 
the *liu of transforming it into the 13th Air 1 n^r ( 19 ) to that time, the Russian 
air itraiea were seventeen in aum^r) • During the first two months at 1943# the 
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nil c 


Gu*re Corps; IT Guard Corps tnd V Corps into IT Guard Corps. Tbs TI Corps 


dissolved, and tte Til Corps 


rsi nf oroed by tut addition of tbs 9th Guard 


Division, equipped with L X-2*s. Ths Q Corps probably 


ined indspsndsnt. Tbs 


ttHfc "Guard" b d no tactics! algal floanoe , but v s only sc honorary tit Is. 


) At ths sans tins, s cor: ss; ending rearward sati on took pises within tbs ssrrios 

canuaxU of tbs long r*»nge bomber f ewes . Until trvst tins, s«on bomber rs§l iSst mas 
eerv.oed by so »lr fie Id battalion, which always ran insd with its regiment evsn in 
tbs event of ths rsgiissnt's transfer. Aftsr ths rearg ni nation of ths tamb?r fores 
into flvs corps, tbs airfisld battalions of sach corps were placsd uxkisr a district 
air bass dspot. Ths 85th District Air Bass Jepot was idsntifiso qjr tns ol5 «s tos 
higher headquarter* of ths airfisld battalions of IV Ou Corps, and tbs dAth Dis- 

trict Air b r .;** Depot as tbs super! or headqu rters of thoss of ths II Gu rd Corps. 




Tbs reorganisation resulted in operational orders being given to long r qgf 
b<Mbsr corps *nd divisions not only by tbs Long Hangs Berber Headquarters in Moscow, 
but also by headquarters of tbs air exudes st ths front. For example, tbs lyth 
Guard Long Hangs Bomber Division (of tbs IT v>sard Long Bangs Bomber Corps) , which 
whs stationed in Hungary , frequently received its operational orders from the 1 fth 
dr urwy of ths 3rd tJVcraJ dsn Front. However, in addition, ths division could also 
be used on other f rente where operations of greater strength were intended. Thus it 
can be seen that the reorganisation had effected greater mobility, end with it an 
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- Beginning in March, 19** 5, radio traflic fra*. n «dr>K»<t ec^Mnd post of th. 

long r^i banter force vu intercepted. This bee d quarters engaged in treffle set 
only with the long nnge bcnber n e.idqu rtere in K >ec am it nd its eubordieete carpw, 
but -»Lio with be ndquH rtere of the Red air anu.ee, t hue giving additional evidence 
of the re organ! nation and incorporation of the lorv r^age bcmbe r force into the 
Russian *ir Faroe <*• toe 18th ^ir Army. 

'*pp*r+ntly Chief Marshal Golov nor did not r&ain can nder in chief. It ie 
net bcm to whet position he w»e transferred, or who w.« his successor -s c calender 
of tne Ion*; r»nge baiter f 

II. . rgani motion of the Russian 18tb air dray 

At tbs tine of the cessation of hostilities, the Russian 16th Air Any comprised 
five long range baaber corps, with a total of seventeen divisions and fifty “three 
regusents. Its total rasaber at aircraft was approximately 1300. (Se. Figure No. }) 

I I Guard. Corps had four banber divisions sal twelve reginents, sloven of then 

being equipped with the IL-4, while one regiment, which was Just being organised, 

[ was equipped with the Si-4. The L»at known total strength at the corps in aircraft 

w.is 292 IL-4's and 6 LR-Vs. The reginents were last identified ty th# SIS as being 
in the Li ida-Baranovi «c he sector. 

II Guard Corps also had four divisions with sight operational banber reginents 
and ona night intruder regiment. The latter unit was not mentioned in the lest 
strength report intercepted, and the p resumption was that it had bean disba.it> d. 

Four reginents, a quipped with KR-4'e were being activated 0* the ended. The 
strengtu of the corpe in airoraft, as eatiia^t^d ay t e oIS, was 2^4 IL^» s and 28 
gp-j, » t , i n uarch, 194 ths regiments aoved frat the Lusk -Be . ody sector westward 

to an area south of Lublin, where they iaed ths airfields st laooss, K«arow und 

y e 

Schebeechino. ^ 1 
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IT Guard Carpi , it* to* divisions equipped with teeriosn B- 25' •* vu tbi ant 
active aid tost suooeesful of thi long range bomber oarpi prior to thi reorganisation. 
In thi reorganisation it won given two divisions of ? Carpi equipped with n^2 f i f 
indy frcu thi fill of 1944 until thi and of thi war, than two divisions won used 
almost exclusively far tmnport purposes, At thi ml of tha wmr IT 0«pi hnd imn 
1-25 regiments, ilz LI-2 regiments, and om night intrudir regiment equipped with 
A- 20 G's. Till littor roglnoixt wii likewise intondid to bo re-equipped with long 
rang* bcnbers, On* raglnent of th* corps, which win activate, in thi inner of 
1944, did not fly aip night missions, but oonfinid itself to daylight ittaoks in the 
frontal area (Breslau), It engaged in missions only on thou sootors when no strong 


defense was to be expected, It wae also intended that the regiment should fly with 
fighter cower, which sever a 1 tines did not materialise on account of ineffectual 


co-ordination, Tha final overall strength of IV Corps as determined tgr the SIS wae 

234 B-25'e, 182 LI-2 9 s and 25 A-20 9 s. 


T ie 14th Guard Division, equipped with B-25'e, had moved, near the end of the 
war, from Kallnowka (north of Yimisa) to Malas (north of Rsesaov), The 15th Guard 
11 vision, also equipped with B-25'e, had mowed, after the capitulation of Ruaaixi a, 
to Rooiorli de Vede, southeast of Bucharest, and rnaained there on tha left flank 
of the Rueei tn front. In the o curse of the Russian adv ncee through Hungary , It 
moved to Koks, north of Belgrade, and t hence to Toekoel, south of Budapest. The 
N41st Heglment, which only flew daylight missions, and w a assigned directly to 
oarpe headquarters, moved to Posen, in the latter half of April, The two LI -2 
divisions moved fra* Lemberg to Rseeeov and Kroano in March, 1945* 


VII Corps, in the course of the reorganisation, received 


YI Corps the 


9th Guard *ii vision e ulppeu with LI-2 9 * 


t the end of the 


the VII Corps 


i 



Authority h) ^ 


» V«k 

consist*! of three divisions of nine regLments equipped with LI-2'.. Its total 

/ 

eiroreft strength ess 2 42. Its regia cuts were lest dete ruined to have been stationed 
in the Viln» ares. 

The fate of t ie LX Corps ess not known to the SIj, although radio traffic of s<aa 
of its units ess still hsard toward the end of the v*r. The corps seeuad to have 
played a a eoial role. Lta regiment* were not uniformly equipped, some of t\vm 
baring IL-4's and B-25* •, but other* with the PE-8 four-engine type. The four-engine 
iroraft r t ad only been used for several att ok* on Helsiki, and - ocording to the 
W statements of prisoners of war were being kept in reserve for »peoial operation*. 

The achievement* of the Russian long range bomber unit* were cot very impressive. 
Crew* were not trained for carrying out night attack* in close foraation. In th* 

1 ^ ter day* of tne war, 6c aircraft of a division needed approximately one hour to 
take off ai^l assemble, and even this w .* accomplished only under the o*t f-verab 1* 
navigational and meteorological condition*. In planning an att ck each division 
was allotted twenty minutes over the target; in that time it was intended that all 
aircraft of one division should have caspleted their mission and moved out to make 
roa, for the next division. Unless targets on the front Itself were being raided, 
the front line was usually crossed shortly before dark. This permitted the take-off 
to be made during dyiight, and the first dr craft to take off were held in an as- 
sembly area in order th «t a close- flying formation be formed. Formations equipped 
with R T c cumin! oati on were again brought into close order hr the leading aircraft 
of the regiments before going into the bcaib run. dcch regiment had several Path- 
fiider aircraft, which *ere flown by the moat experienced crews, since the success 
of the mission depended upon their efforts. In add) tion to their flares, they 
usually carried a 1000-lb. bomb. 
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The performance features of the aircraft used were rather low. The average 
a peed of the ZL-4 waa • eld cm acre than 250 kilometers, while the LI-2 was still 
slower. The boib loads did not exceed 1250 kilos for the IL-4* and LI-2. The B-25'a 
hal a speed of 300-320 kilometers, and carried up to 1700 kilca of boobs. The pro- 
taction of IL-2 f s and U-Ve was being cut back. The SIS did not intercept axgr 
technical data on the &P-4, which became operational only during the latter days of 


the war. 


» 


> 


In conclusion it can be said that the Russian Command used its long range boabsr 
units reservedly. Ok reason was probably that sufficient aircraft were not on 
hand; another was perhaps that the Susa Ians wished to conserve their air orewa for 
an intended change-over to four-engine bombers. During the war Soviet indue txy was 
not in a position to undertake the ^rouui;tic^ cf four-engine aircraft, and limited 
itself almost exclusively to the production of fighter and fighter bomber types for 
the direct support of the ground forces. Perhaps Russia also counted on being 
supplied with f cur- engine aircraft by the western Allies. According to atatssnts 
of prisons*** in the last months of the war, an aircraft industry had been built up 
beyond the Urals which was devoted tc the l*rge-ecale production of four-engine 




III. Radio 



Bomber Force 







Podnt-to-paint networks of tbs long range bomber force were by them- 
selves a sufficient basis on which to build up an accurate picture of its organisation. 

The re organisation of the fores into the lfith Air Any was recognised from this traf- 
fic. Following the reorganisation, tbs five long rungs bomber corps maintained 
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point- to— point 
its *'1r*nrou c 


• ration with t r« 16th Air Angy Headquarter* in Moscow, and with 
nd post in Irset-Lltovmk. 


Air Aragr had good citw ml oa ti '»i personnel which tranoni tied 


radio traffic quite accurate ly using the "bug" . The 


dice ted tb*t many 


of the operator* In- 


n were being thus aog>l<$red. 


int 4ned direct radio camsunicati 


» 


> 


The corpa lU'o 

visions find a vj regli errta which were directly subordinated to thmiu Since , however, 
maqy uru ta were ioc n ted in the di^wri vicinity nf corps headquarters, obviating the 
nee 1 of radio o a rami cat ion, radio interception could not give a complete picture 

■f 

of the organisation. Traffic between the corp* and tore distantly located divisions 
wua much more fruitful to t tie £13, since operational order* were given by radio and 
t»e code* used nad been broken. Radio tr vf fic between divisions ui d their subordi- 
nate regiments was almost never intercepted since, in most oaso«, division and 


regLuiental headquarter* 


re in the same location. 



2« Cali-digna jnd Frequencies 

Tnrwe-ohar icter call-signs war* used in the radio networks between the 


Arsy and its corpa 


fra^iency whs changed 


hanged once during the day and 
e call-signs were an arbitrary 


of numiwrs and letters, which were selected froo a call-sign list changed once a 
month. Within tne course of the month a call-sign used by a given station night be 


signs 


could be ascertained. 









Kach radio link hid two day and two night frequencies st its disposal 

• • 

Night \ re quarries lay the band between 5500-14-500 krs; day frequencies between 
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5000 


dually 


OOUU 


is the l«U 


of the year idnnitd tht day frequ 


V 


up tO I 


of IO f OOO kca 


Radio traffic bo 


n oorpo and Hrie on took place with a poriodie 


or-ange of oa 11 -signs 


fixed frequ 


whloh greatly 


intercept ♦ask. The frequencies lojr within the regular Russian military bead of 
2300-^CXk) koi. C til-sign e/atenm Mid changes dif ered froa cor e to corps, whloh 
e an aid the 313 in distinguish! n* between th 




3. Mil 


Five-fi$ire 


gee could not be broken, and were o*ily analysed an a 


bael e of message ambers and delivery groups. In five-figure neeeagee of loog 



unite 



lent group 


number was the 


» 


eigne tore group, wtdch w*e cone tent end identified trve headquarters of th* nrieineto 
Ieoh headquarters had a three-digit designation. Two seroe inserted in front of 
thie number coupleted a five- figure group. This eignature group m^a the moet eeeen- 
tlal oheracterletlo for identifying traffic of long range bomber unite, eince no 
other Russian fire-figure ueut^ea contained thee# group# • Radio traffic of the 



long range b ember unite wee further identified by two eddreee groups in the preamble 
of the 


ge. T .eee were three- figure groups, which were periodically repeated; 
one of them designated the unit, and the other the section. In front of the address 
groups, the symbol "adr" (eddreee) appeared; in front of the eignature group "eig* 


( 



) 



Moet reluable ware pre-arranged form messages, which all unite bed to 
r commands, and these were intercepted by the 313 whenever they were 


radio 


cant lined regimental reports on location, strength, and 



aircraft serviceability. "Form 1” had to be sent daily by division to corps, and 
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contained regiment*! etrea. the In personnel vnd ircraft 


t e cImt but were proceeded by tw© otter 


?te maters 


given in 


nvabcrs (mills), tte result being four 
Ad fire figure groups. Tte follovir^ is in exiuqple of suoh s message: 


12238 1350 1436 


ess 


2332 2430 2502 2625 2 728 


2001 2?03 3002 3101 . 




After moving the flret t« o figures of eech group, the first group 
indioeted the designation of the regiment whose strength wua being reported, i.e., 


the 238th Hecrl 


I 


groups c ontained dat* or. prr* 


tails of wluch however re re never definitely dete mined. The last nine groups 


trength, and nad to be read in units of three 


After 


«gain removing tho first two letters of each group, the first group of th.ree gars 
ths total number of aircraft, followed by the number or those serviceable and those 


unserviceable 


Tte aecoid group of three gave the total maLber of aircraft on the airfield, fol- 
lowed tlso by numbers indicating those ssrvicsabls and unserviceable (s.g. , total 
29, service able 2c , unserviceable 1). The last three groups referred^to regimental 
aircrj ft w;~ah had 1 .ole d *»t oiiwr oilfields, >^in stating which were serviceable 
an* unserviceable (e.g. f total 3, serviceable 2, unserviceable 1). 

"Farm 4” w s sent every fifth day ly divisions to corps, and try corps 
to tte 18* • dr rr^y, Here again, numbers were given in tte clear, slightly oamou- 


figged by * two-digit null in front of e*ch group. The following is an example of 

such a message: 


22250 32464214 42685 5229 6203 7240 


ignoring tte first two digits of each group 


the message ccxild be read. Tte first group 


i o p c l_ o 1 1 c. i 

- 39 - 



a 






DECLASSIFIED 
Authority & 

e 





PCOOCT 

OLwiu. ' 



-m jj / p ^ « y i Jj I JM m 

(2ynn Guard l«^jwot); the second jraiir rtporttd the loosti 


of tbt regiment 


la i ali-flfurt grid system, which changed tftxy Booth but iu ot^r to solve . 

Tho third group Indira tod t no tirtsraft v/p# rvprtaeiitoil tgr a three-digit mabtr* 
These tnree- figure troupe changed approximately every ton djyro, but since they 
ooro vnlld for tho whole of tho Russian front, tholr identification did not pro- 
ooat uy dlff ioulti oo. Tno fourth group roprooentod too cumber of aircraft iar- 
vloeabLe, t no fifth group tho amber of aircraft unserviceable. Succeeding group# 
gave dotailo »• to personnel strength, nd these .>^in were not dearly undorotood 
Tha laat group indioatod the nuabor of orova ready for operatio no. 


Three tw< typ^e of nr#- »rr ant ad fom. formed tho baaia for 

tho Luftviffe SXb* knowledge of tho organ! a l^a 9 uruoi 01 battle, 1 oca tier, nd 
aircraft strength of the lon r range bomber faros. 


Reporta of the results of an operation were also sant by the corps 

to the 18th dr or y by me ns of a pre-arranged faro message. These contained 

:et»ilr *s to the number of aircr *ft participating, the target, tl s and altitude 

» 

over the t rgst , the weight of t ombs dropped -According to type, results observed, 
German defense, Russian looses, »nri the weather. 

The corps had to m ke daily report a on tho serviceability of tho air- 
fields used by its divisions »nd regi- enta. The location of tho airfield mss 
given by a six-figure ,rid reference; serviceability w .s indicated by constant 
four-letter groups for " service able* , "p rtially service «ble", and "unserviceable" 
Those report^* iff arded the 313 a goo picture of Russian irflsld serviceability 
and of changes in locations. 


The use of n*vigatioivtl lids v s arde-ed :y the headqu rtero of tho 
18th .vir ‘\rmy. Su*h mesa ges indicated the navigation 1 aid to be used far a 



c: r ' 




;l i 




r 


particular lay. t hese aMiigti t«rf intercepted ty the Luftwaffe 3 IS, they 

could bo taken as a definite indication of e forthcoalng raid. If no euch Miuge 
wee eent f no attack waa to be anticipated throughout that lay and night. 

The mb or of Russian weather messages intercepted ly the SIS wee very 

ikiL .jHa H ft, jfc rf | ■ , ' I 

great. Trieir contents were used to brief Luftwaffe air cr ewe on Russian weather. 
If a "winds aloft" message was intercepted around noon (euch messages were easily 
die tingui ehable frau others) , it signified an impending operation by the corps 
tranasitting the message. 

frequently messages fra- corps to dins ions containing operational 
orders were intercepted. These mss sag es contained details as to target, tins of 
attack, and altitude of attack, affaruine, ajuple time far the preparation of Gens**) 
count emeaaures* Th* riiviaiana reported the nicaber of aircraft to participate in 
t r*e attack, as sell as the start end finish of tne take-off period. This latter 
information provided s valuable basis to the SLd for flight path tracking. 

D/F fixes on stations in the point-to-point networks were seldom nec 
a ary as the locations of the long range bomber units were known fran the pre-ar- 
ranged form messages. 

B. Air-to-Groun Traffic 

1. Call-Signs and Frequencies 

The use of call-signs and frequencies for sir-to-ground traffic was 
determined by the individual corps signal officer rather than by s uniform pro- 
cedure for the whole lfith dr Any. The Luftwaffe SIS considered t rxis s groat 
mistake on the part of thr Russians, since it permittee the several corps to bo 
identified on the basis of their si^yil procedures. 

TOP 3EC.Sc i 


- u - 



TO 


n c r* 




lack rtfiMot, u wall u it* aircraft, had tv* 




f *r tmalttlai and an* far raoalTlQft* Tba aircraft of • rtgLmmaX vara divided 
into two (ir«ipa t aach trsositVing on it* oon fraqueaqjr. la gsnsral, tba graiaad 


station fro<|u*noiaa 1st bs t w a an 2500-3000 kua. , 


found botvaon 3000-3700 kcs. do axooptian 


0 


unit* vara squippod with B-25's. 


abil* tba aircraft fraqusnai** 
i vara tba sirorsift of IV Guard 

Tha** aircraft war* aquippad with 


lioan radio ssts, and fraquanoia* batvoan 1800-2500 kcs. ware uaad. The trano- 


* 


•ml Iters wsre probably orrat^l central 


frequencies of round mmbers (e.g. , 


1800, 1050, 1500. st<0 


2.1 


C*ll'-aiwn* remised valid rar several months, end were repeated *t 
irregular five, a Ijl or i«r«n day inter rail, fhe regimental ground stations used 
two or three letter c>ii- signs, whils tbs eirorsft had one or two letter o*ii- 
signs with suffix rmsabara added. Thai* suffix lumbers referrsd not to ths airoraft 
but to the pilots and wars allocated by sithsr ths regiment or ths division. If 
allotted w tbs re*Ln*nx, they ran frs 1 to J2, whils In ths latter case they 
reached t high *s 100, The regiment also bad spsoial tuning and CQ call- signs ty 

s 

means of which each regiment could be Identified after a ** *rt period* 

2. Rad T alee -Off Traffic: R/T Trafilc. 

While a till on ths ground, the bomber aircraft isu*Uy engaged in 
tuning traffic, which warn terminated with a 4” or" <3^*- 5" procedure signal 

free the ground station (signal strength). This traffic t ok place on one of 
a group of frequencies allotted for this purpose, and was easily intercepted hf 
one of ths SIS ss roh operators. Thus, ths beginning of an operation was recog- 
nised, Ths cessation of tuning traffic was an indication that ths take-off was to 
begin. In ths csss of those divisions whose aircraft were equipped with R/t radio 
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of ttrljr v%jtb1q|« In traffic, an]/ the suffix mibsr component of the otll- 
• igs wr.* a» .ally ueeu. 4 7 trifflo ley in the >end bitviiA 4500-5500 kos. 



) 


Throu^out the whole nr, t** navigation. 1 training of long range 
basbsr crow* wee eo poor t at " (fM 9 or m Qpfi m U«rlsgs had to be girts i^um \ y their 


ground alatione wrnie t ey were etill on their way to the target. This g re 1 3y 
assisted fll*Ul path tracking on the part of the Iufteaffe SIS, especially since 
Rue el an orwwe aim oat always flew strain t to the targe*, and therefore theme 
bearings could be token ae the otual course of the aircraft. Thi* in turn per- 
witter targets to be predicted reasonably accurately. HP traffio be tween the 
aircraft and their ground atetione contained no special features, he rings being 
given in the clear with very little atteespt to camouflage. T ns ground stations 
of IV Guard Corps used two mills before a three-figure bearing, a.g. , 0 0252 m 
ifM 2 $2 degrees* ~oet of the other corps transmitted the letter *w” three times 
efere bearing during the outward f 11 git, *nd the letter V before a bearing 
on the return flight. I Guard Carps transit ted the abbreviation "TBS" before 
bearings; the erstwhile VI Guard Corps used "fFR" before bearings on the outward 
flight, and "(XV durlrg the return flight. These characteristics also served 


to identify the traffic. 

Continual attempts to perfect navigational aide Indicated the desire 
cm the part of the 16th -Air Axwgr to have its bombers Deviate on their own, thus 
limiting radio traffic during flights to targets, and preventing flight path 
tracking. 
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The AoeLta’lQg, ow • r*th»r long period, of bab er trefrio tr« n— 1 1 - 


t*d during tpproMh flight* resulted In tb# idea* ifioetloa «f the |inUr part 


of this Uctieal traffic. 


Ao la the o«o« of redlo traffic In general, tbe procedure sl^sl* 
uood for tdi traffic differed with to# individual carp*. In nest ooooo they 
■ore too or three figure group#, oaaetiae* re ciphered, soeetlaae not. 

HI end IT Guard Corps were liberal in their use of taotionl radio 
traffic. In addition to ether leaa important details, their aircraft reported 
teke-off, flight over the initial paint ( HT) and the front, execution of the 
■Lesion, and observe ti one over the target. Tines oore given with all these data , 
and served to o carpi— at the SIS picture as derived fra flight path t racki n g. 
The ground stetions often tranMltted data co n ce rni ng the target or tin* at at- 
tack in such oaeea where change* in plane, for on* reason or soother, bed oc- 
c* »: red after the aircraft had taken off. Such data wore valuable in det#rwAnlng 
the noet favorable tin* for putting Gere an night fighter* into the sir. 



When an operational order had been intercepted it was a relatival/ 
aa ay task to track the course of e Russian long rang* boaber formation* The onljr 
problems roaalning were to identify the units participating (several corps e#r* 
often used in on* attack) , and to nak* corrections in the predicted tin* of the 
baban over the target virtu# of reported take-off tines* After oonplction 
of the take-off, the number of aircraft participating and the exact tin* at tbe 
take-off vers reported to the headquarters of the 18th Air Arwgr. These nee aa gas 
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to 


«t tha lateliigesoe dtriftd up to that 



traffic f thiol at that lUfi of too opera tlcn t» a not niy fruitful* notification 
of wi as lone Mich ttrt planned sea usually obtalr^i frat traffic of tna air de- 
face# organisation, lc etaoh information of ths course to b# flown ower Russian 
territory an# oowwinloeted to the flak units. Those nsasagas contained to# nuwber 
and typos of aircraft, -a wall aa tha location of tha initial point. 



If no operational order wera intercepted, there atlU existed tha 
possibility of prad lrtlng a Russian benbar raid on tha basis of aaather racoon 
walasawoe, net was usually osrriad out In ths tar^t area bafora an attack* Freni 
nose ■gee aarrt ty thaae weather ships, it oould usually ba dot ansi cod whether the 
operation w^uld taka plsoa or not. In general, a raid only took plans if ths 
oeiling osar t o target area was no lower than 3000 waters, and there was no wore 
than (i / 10 cloud conrar. Only toward tha and of tha ear, whan tha Genoa defense 
tv c. groan weaker, did certain well-trained units alec attack under poorer weather 
coalitions. Flight path tracking of the weather ahlpa wsa facilitated by the 
fact t at they usually trinwaitted sassages every fire to ten minutes, ease tine a 
even reporting their positions, waking tha taking of L/y bearings unnecessary. 


3 . 



*al £.qaitioa 


aircraft 


Tha frequent l/P bearings sent by Rueai^n ground stations to their 
■e likewise of great Talus for flight path tracking* Since it was 


oustonaxy far ths Russian ban bars to fly a straight course +o toeir target, their 
course could ba approximated frow these bearings. Tha farther that tha Russian 
bowbera worked frow their ground stations, tha wore accurately a target oculd ba 


predicted* airtue of these bearings, and the tiwe elapsed since the take-off , 


TOP SECRET 

- .5 - 


I 



DECLASSIFIED 
Authority /l//) ffif- ^ 


TOP SE 




T 



tM 


ta pasltUi of to# 


UOA 2 Quid b# 


hod to# habit of report log their position to th# ground station durl-v the 


appro ich i light. Such oisu^i ««rt ##nt In • th r oo figur# reciphered cod# 


H own r, th# redphersent ns slipls in nature, * wi ns not chsngtd fnr rather 
long period# . Almost #11 unit# wore aocustansd to report their tin# of oroneing 
th# front . This also greatly assisted flight path tracking since radio alienee 
usually pr# relied once th# front lino 


L. 



Th# operation of an SIS HP W P network v#a a vajjuAois supplement to 


th# othar poealbl 11 tlaa of flight path tracking* 


suitable D/P control procedure n*d been dor# loped wmch obviated 


a xy 1 


order# to th# D/P's, or in th# reporting back 


bearing#' C amnio a ti on 


land* lino or radio depending 


facl 11 tie a available In any given caa# . The cryptographic procedure# necessary 

to fire minute# over those ls- 


whan r dlo waa used occasioned a delay of three 





atancee wrm- * land-line waa used. 



5 . 

The Luftwaffe SIS had three unite on the Eastern Front engaged 
oluaively in the interception of long range b ember traffic. Each of these atati 
had a specific are* to cover, and followed a Russian b ember formation as long as 
it waa flying through its area. Traffic intercepted tgr aigr one of these station# 


which 


found to pertain acre to the area of another station, waa passed on to 


the station concerned without dalqy. After tha first wave of Russian hoabers had 


crossed the front line and thereupon observed radio silence, the second 


followed and Ey'P-ed. In this way the 


could w 


tha Go naan C 


of each 
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•unotitlft itTt of KuMlac bonbon. Onco radio silence oont into effect, radar 
intercept stations attested to follow tho bomber f amotion frtm than on. 



T act 1 no 1 into 111 gone# n suiting fra too interception of Russian long range 


b ember traffic, ouch as operational order* , etc., who i tonedl a to \r ODcipborod and 
forwarded tgr wire to visual oboerratlan poo to, and to tho Luftflotto, Jagddiriaion, 
and Flak Division* concerned, ae well ao to the 3UF, tho central aaldolupf fer 
the defenee of the Reich. «a a result of early warning through these rf’i^te, 

oenaan defonoive preparation* against an anticipated Russian night raid often took 
place during the morning proceeding the raid. 


ae soon as tfie take-off of a Russian bember formation w< a established, a 


wire line from the SIS evaluation coqpaqy to fighter and flak headquarters was kept 
open, and all subsequent information currently reported. Another direct line was 
maintained to toe nearest SIS radar intercept station, * til oh was kept informed of 


tbs course and altitude of the Russian bomber formation, so that it could take 
over wtmn Russian radio silence was Imposed. 
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Lieut, filhels mu lAcloaa 
3 '3rd Re jl— nt, Seat, 
Luftwaffe SIS 









I. General Chsrsctsriatioa 


A* Tr>n « ^ ftw, or. of 

The bulk of Rum 1 mi f/T traffic ocw^rlsed ih««a&£u containing rue bored 
coda gr<xipa. These wers further subdivided into 2, }, U and 5-figure groups; 
■sesames of mixed groups, such as pre-arranged form messages , ST a and STD nec- 
sages; and weather e ss sages involving the use of "X* groups. 


In the early days tne tr anas o> t ting speed of Russian operators ess very 
slov 9 and the ope r tors were prone to make mistake a. Later, owing to an increase 
n * e vnlrsne of traft'lc, training courses, and practical experience gained during 
the course of the war, their speed was increased. At the end of the war, the 
average speed of s Ru: jian operator was 16-23 wards psr nlxaits. In the case of 
those opera :ore on more important point-to-point networks, the average was 25 words 
per minute. 



International ”Q" and ”Z" groups were used as procedure signals. It also 
aseued probable that Russian ope re tars had in nary ossss been trained tgr British 

instructors , since certain well-known British abbreviations were used ok, pee, 
for, fn, tks, etc. Certain amateur radio procedure was also used ( 73 '■ and 86 § b) 9 
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Jm e separator tlpul between CAU-ii^ii, the RuitiaxiA mid both "de* laA 
"a*. The letter V vu use d as * break sign bttvtta zmaabered groups, obi Is la 
ulsau Uxt mmmmmqtm • c <t ■■ was employed. In networks of higher headquarters AO 
breek sign was used, to* on]/ indloation being s pause after s word or oodt group 
had boon completed 

C. Radio LIscIdULm ^ 

Vi/ - , 

4 Intercept opem uira of toe Lurmn e bu had little difficulty In re* 
identifying netmarxe which had uialeiguue frequeuqy or o*ii-signs cnangee, 

sines lack of security in tuning traffic almost invariably enabled networks to be 
recognised ageii.. 



When shifts were changed, Russian operators (both sals and female ) were 
often guilty of breaches of security w .ich were most helpful to the SIS. For 
example , the following message was on one occasion intercepted: 


"This is kishka, how did you sleep? We could not decode the third 
group in your message amber 25 of last evening. You must transmit 
it *goln.” 


Thus Marika and his request for the message to be repeated allowed the SIS 
only to identify the network, but also to obtain a previously intercepted 
sage enciphered in a new key. 



Russian operator* who exchanged personal gripes often furnished a valuable 
insight into Russian morale. Sods operator** were even so obliging as to inform 
another operator of the new frequency that he would be working on at a given time. 




7 Russian lapses in radio discipline often lad to valuable intelligence. On 
one occasion a dearth of radio traffic frem a sector of the Leningrad Front had 

led the SIS to believe that an offensive was being plan;*d by the Russians. The 
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identity at omhit ivlttiM «nltn bm d oc the front «m knon, iad thnrofcr* _ 
ot*o iniigN w rt intercepted containing nenoo of osoadrllle li>4tn t and firing 


then instructions, it oouli bo ootobUobod tlut thro# units fcntrlj on tbo U- 
ningrad front hod boos smd to tbs Karelian Front (Finland;. Ibis into Hi gone* 
vas gleaned toon though a ounplste change of oall-eigns and frequencies had boon 
offoctod. 



Tho oall-signs of all Susslaj: stations woro composed of t h roo 

ranctfr letter or lstter-awbor combinations* An exception ears tho fixed 
S four- letter cnll-nlgnn used by Mrarnl tr&rwport networks (far *RHHJ" In 

tb. 17th Air Any sr*«). For the greeter pert, these call- eigne were derived frea 
a oa 11- sign book usod by ths Red Anqr since \sril, To form call -signs, sll 

letters v including tho diphthongs "us*, "m", and "oh”, as soil as mm bors from 
one to nine, vers usod. Hovover f tbo lottors B o" , "q", "r", "u” and ”s” wore nover 
usod is tho first element of s call- sign. The book iteelf comprised pa gee vhioh 
contained 1000 call- eigne each* Call-sign c tinges were carried out at irreetlar 
intervals, ea otiaea daily, sometimes after longer periods. 

rfhtn headquarters and units noved in echelons, a suffix vas added to ths 
caH-nigne, for example, ”2BI” (roar), "KB4-1" (adT-nos). 





Cover ivaoes , such as "rose" , " robin" , etc. , vore used quits generally 
to conceal ths identities of units, localities, proper nsnos, airfields, etc., and 
could be found in different parts of ths message . 
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The u *e at proper ivom often led to the identity of particular Rusal an 
traffic. 3U tiai nU of prisoners of nr, Russia comsunlque#, and press reports 
eftsn served to confirm ths identiflc tion of those anas, District sir boss 
depots end airfield bsttslians used the mass of unit ocnskuiders in the clear 
as sigrut^res to aemfes, or within the tort of messages. 


D* Prssmhlea 

of tte 770 could be recognised their preambles alone 

Thres 2-digit oorer numbers, and ths abbreviation * V/j >" (vosduch = kli) were 
used in the prsamlle; on other occasions s 3-digit cover number , followed by ths 
abbreviation "MU" f and at the end of the massage "U". Ths tszt of the messages 
usually contained 5- figure groups interspersed with 6-figure FVO grid references 


K. 



r Seouencs 


Massages 


numbered consecutively , and these 


am en could often be 


ised to identify traffic. They were usually the last group in ths message 





KUUiLJ» EQfcCE H/T TRAFFIC 



Lieut. Helmut Mucks 
3!>3rd Regiment, East, 
Luftwaffe SIS 



I. Russian R/T Traffic 

A. introduction 

Interception cf Russian R/T traffic ty the Luftwaffe SIS did not begin 
the outbreak of the war with Russia, since this oceans of comaunioation wes 
not used ty the Russians until relatively Its. The first experiments in the 
interception of this traffic in the su joer and fall of 1942 brought no positive 
resilts. However, ao.e success was achieved during the winter of 1942-1943* 

Sy ate a tic Interception of Ruaaian K/T traffic on the whole of the Eastern Front 
beg n in the spring of 1943* From this time on steadily increasing success was 
obtained. 

B. Russi n Air Force R/T Networks 

1. Point-to-point 

Ths Russians e alloyed R/T in their point-to-point networks in in- 
creasing voline, particularly on the northern sector. It was used in sens oases 
to replace f T traffic, messages being spoken in cipher. 

2. Air-to-G, aund Networks of the *«lr miss 

R/T traffic was used almost exclusively ty the fighters, fighter 
bombers , bombers, nu reconn ilsa nee aircraft of tie Russian air armies located 
near the front. Each type of aircraft used a different network. There were 

TOP SECRET 


O L V/XJX^kJI^AJL MM-JM-r 

Authority f (,* 



TC 







accordingly 1 a Moh air 


fr<m two to mix RT networks, which h id a c 


call-sign qritai, and whose frequencies 


rotated according to the 


plan. 


Tha establishment of networks on this basis rather than ty unite , was probably 
duo to the fact that when saob regiment had its own ft T network there had been 


a great deal of interference. 3uch interference persisted sven after the net- 
works were established an an air any basis. An allocation of frequencies from 
the top had obviously not taken place, since it was oftsn found that neighboaring 
unite were using toe ease frequency, thus o«uaing yuwual interference. 


Despite an orerall si mi liarijy , each air any displayed its own 
characteristics in ft/T traffic. Radio discip"' : no also varied ooi*> idsr *bly among 
the different air armies. 



The networks of tha Russian air defense units were established on a 
geographical basis, and existed far the most part between ground controls and 
fighters; later also with night fighters* The Russian night fighter defense 
however v s only in its enbxyorxio stages, and little izxqpetus to its advancement 
was given by the German Luftwaffe, since night bombing attacks on Russian ter- 
ritory were very rare. 


1. General 

As call-signs, the Russians used easily pronounceable nouns and 
geographical names. These were tabulated on charts, seme of which were st various 
times captured ty the Germans* Tnsss charts also contained an abbreviation of an 
ft/T call- sign to bs used far If, T traffic (e*g*, Mramor ■ MRA) . 
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All to find t system on whioh the hh of theee oall-eigns 

might bo boood rooultod la failure. Oeoasionelly, hrvever, oortala systematic 
tervJ* r /' < •• were uouJ, such u tbo um of bom* of birds far fighters, or boni 
of fruits far fighter bashers. 

Cn tbo » tots go, o oil- sign procedure was ca^>letely changed within 
•11 sir smloo within every two or four months* Thrco to tlx different prooedursa 
•xlated fn*> r *ch lif “oxwut period, and wot of tbo sir axud.es changed tboir R/T 
oall-si^ss sitiy four to tea umja, iTsquorvcios wore usually changed at tbo Mao 
time as the oa 11-signs. 

2. Ground wUlion Call-aims 

Only • SLiall number of ground station oall-signs wore allocated to 
higher headquarters, since these so Idea participated in RT traffic. However, 
they did enj<y the prerogative of listaning to operations on air-to-ground chan- 
nels, nd oooaaionally requested an air situation report. 

C'vwsuii cation with tactical airoraft was maintained ly the regimental 
gr o und control only. In exceptional cases the transmitter was located at the 
airfield ratner 'erven at regimental headquarters . Usually, regimental ground 
control stations used the same oa 11- sign as thsir division, ending a number suf- 
fix. However, at times they used entirely different call-signs. Three patterns 
for the use of regimental call-signs are shown below: 


Fighter Bcmbcr Division A 

Total 

grate oh 1 

to 2 

msciont 

1st Regiment 

grateeh 2 

ssudOc 1 

aist 

2nd Regiment 

grateob 3 

ssudak 2 

gratsch 

3rd Regiment 

gratsch 4 

ssudsk 3 

t sekfrl 
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Fighter dasher Division B 

Lit Ksglment •# % a 

2nd HegLaent 
3rd Regiment 




Sra 1 

tn« z 

gyry 3 

grtUoh 5 

bO/k 

fregst 

gr.twsh 6 

b-lyk 1 

drekon 

gr.tMb 7 

Uljrk 2 

p Latins 

grttiot 6 

b^jrk 3 

p*lya 


Bach air 


bad aoout five n obi Li control stations 9 wtuoh operated 


at distances from fire to thirty kl loss term f 


eaoh other in sectors of great 


activity. T haa* station* « 1 «o be oistingllished by t 






to their call- ai arse. T".~r i^eistained R/T coaminl nation with fighters fighter 


bombsrs in the frontal urea, informing than of the air situation, end control ling 


their operations. T *m 3IU 


usually able to date mi 


stations by brearl ng grid encipherments , through IV F bearings, or through the 


names of loo lilies attach w+in eeut in trie clear. 


Control stations in ine air defense cones to ths re r vers more 
numerous. They were usually loosted aloru' rsi".*fsj linea, and thalr call-algr. 
suffixes wsre numbered c ana ecu ti vely. 

3. -VI ro raft Call-Jifgy 

Frequently fighter pilots were allied ty their last ruu.es rather than 
by their normal call-** gn. This practice was strictly farhiddsn according to 
Russian signal procedure, and pilots were frequently reprimanded by the ground 
stations. T e practice of using family xvu>es sag not .n advantage to the SU, 
because although the nones of pilots of the various units could be compiled quite 
completely, trie complicated Russian names were usually garb lad. Moreover, maxy 
pilots had the same naue, and theref re it was dangerous policy to concluds the 
identify of a unit from the name of a single pilot. Commanders of units were 
usually given several code names to be used at random in order to prevent their 
^ units fr<m being easily identified. 
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la addition to Individual call-signs for aircraft, and the um of 


pi lota 


, there 


also collective call-signs for each type of airoraft. 


Tha following is an exaaple of this: 


aalinkl (littla ones) 
gorbati (hunjhbaoka) 
yaki 


fighters 
fighter bcmbers 
Tek i, 3, 7 


ootari 


specific collective call-signs for ita own 


In addition each air amy had 
fights re, fighter bothers and bothers , i al -aigna were generally ua<M 

without suffix nabera, and were eoiplqjred for the 


t part hy control a tat lone, 
which did not know the unit oall-sign at tha aircraft with which they wen in 





contact. German aircraft were referred to as either "Me" or "Pokker". 

Number suffixes wers often used tc designate aircraft. In the call* 
alga "Bembuk 3/2 7"# "Bembuk" aignified a division, "3“ a regiment of thia division, I 
and ”2 r an aircraft of tha regiment. Although variations of thia ay a toe vara 
ussd, thia waa the moat common procedure. 

. 

D. Operational Traffic 

Front line besbera , fighters, and fighter baabera often used phrasea 
such as the following: "Follow course" , "close up mors", "ha careful" , "don't stay J 

behind", and "Walt far Arbus 3 and fy with hin". Tnara were also certain phrases 
used especially in traffic with fighter escort, such as: "Fly slower" , etc. 


Mary of these phrases were also used during practise flights, and these 


could only be distinguished fraa operational flights ly Ey'P. Practice flights 


re very 


during periods of preparation for Lar g e soils offensives. 


rop 


Vw 


* u? i 

/iu 


* 
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Flights involving transfers of units also constituted a similar problem ainoe the 


type of activity could not be recognised in advance. 


H/T traffic was particularly lively near .he front, where formation cod- 
manders could be heard giving instructions to their aircraft: " Attack again from 
the Is ft" • "Knaogr fighters behind you — careful". "I am going into the clouds". 
Such traffic gave s realistic picture of the tactics and operations over the bat- 
tlefield area, as well as an insigh into the mentality of Russian pilots. How- 
ever ; this traffic did not represent s source of early warning since it usually 
did not oasence until the front line was reached. 


Instructions to the fighters of rear ana defense units were usually given 
^s follows: "One JU-88 in square 26 7, course 90, altitude 4000, Follow" . 

"JU-88 from point 20 to point 13, altitude 5000, go to point 19 and 
wait there". 

Flights of two fighters or fighter banners were c can only used far close 
reconn vis. nr*. These reported their observations to a ground control station 
during the flight. Although D F bearings could be obtained on than by the SIS, 
these were of little value as Geroan fighters were unable to overtake than owing 
to their superior speed. 

long rrrnge reconnaissance aircraft, mostly PE-2'a, operated singly. Thsy 
formed a separate reconnaissance network with xn air arcy , and reported their 
observations during a mlmmluix either ty 5/? cr £/?• 

S. Boiir»«nt 

Russian fighters and fighter bombers were at first equipped with the RSI 3 
radio set, and later with the RSI 4« The frequency range of these sets was from 
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5)00 U 4000 b*«, but tb* band fraa 4000 to 4800 koa. mm wmm4 alanot «xolu*iwal/ 
Alroruf L iiiJ ttwi h*d a ru|i of mar* than 2)0 kllMtan (end oould bt aal^f 

r*/F'*d over t be sens distance); reception t»» utmaljr loud wl ol**r within 80 

kll<»*t*r*. 

fra tb* paint of vi«w of tb* Coruna 3X3, Buaoloa k/T ground station* 
could nc'. bo board for D/F purpooo* at «U*t«nooo loo* than 80 kllattart, bo t uoo a 
*0 end 25C kilo-ctcr- re cop. t ion *vw«i; but between 230 owl 5)0 kllweeterw too 
statist* i<i* *lgr ■willl* , Ib^r mr« clear ijr noar a aoo * oor* at distaaooo of 
300 klltaeter*. 



Bmbcrs -and a different type radio act alth facilities for botb «, T and 
^T, «*U as far D/f, Frw queue ie* used were sinilar to tbo*o of figbtor* and 

fighter txabers. 


II. 3Lu Liaison and Co-opwraticn 



A. With >ernuui Flahter Unita 

It va* ccaaon practice on tb* part of tho Luftvaffo SIB on th* I as torn 
Front to establish Jf'T out-stations on th* airfiolds of Goman figbtor Gosohvador 
or Gruppon. Thoir most iaportact task was to warn th* figbtor control station* 
which t hey s erred of iapooding Suasion air activity. Th* are rag* tin* for tbs 
advanced warning that could b* given west 


Tan to fifteen adnata* far Sus*i*n figbtor* based near tho front. 
Fifteen to twenty mini tea for figbtor bmbor*. 

Op to fifty aim too far bmfeer fomatiano. 

If take- off traffic was not intsrooptod, tbs tin* interval in all oases was 1 m*. 






Authority hJ £j^. ^p[ h 
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Stl But>«uti«n f«r« *1 m locate * nm V m tirfitlM of litiwn lea a 
rw# rwMwUauB* wtte f«r the purpoee of t wm tlrorift, Mt thijr 

**r« « iImIom Into Ruulta torrlto^, of l T*“*‘*l aottvl^r on tb* port of 
IumIid fl|ht4n, Ae 1 a tm >wt a4 dauth, the two §n 1 no x wr ow of thU la- 
Willi cmmom for iM 513 ttrt R/T fra luula flihUrt, ad la 

fcuMlM Air laid faralai Jtnriot, duct mntnp frts tt» SIS aut-«t*tloM wpi 
p»M*d if tiM Otri^n rueonntlSMno« tlr^rtft their ova ground iUUmm. 



SUil«r to the dent 


the South, it 



oi 


B ? lntercoptve w mm hern of thv 


=, 1 


arm. Thao* oxporlaonte p ro rod i failure, iad after • 
currod, tholr further um <u forbidden. 


In the Beet to 




unite bed frequently anted to be 


SIS B/T ent-etetl 


el 


to 



located at their 


tnt 




ly iateUl 



up out-otatione with t 
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Tha SIS (•• ibla to offer taut little seals tea— 


01— o r o*^p«riU« So t — an too too organise tloao was 
la operatic— would not permit it. 


to 



flak oalta. 




A spirit of cusps tit ion elw.jra existed boto— a tho SIS out-otatlo— tad 
the U«»ia dr Sold Warning Jerries. Forth h d tha saao talk, i.e. , to rooogniao 
aad report Russian air activity, aad oach nrayl— nntiil tho other* Aa SIS M/T 
sut-ateti— iararlahly maintained cloaa liaison with tho aoaroat air raid re- 
porting atatlon, aad lntolllgonoo of aMtual interest ana exchanged. 


f. "1th QQl»an Soda r Statl— a 

evaporation boto— n tha SIS i/7 Tl / F atatlono and Goman radar stations 
brought excellent r— ulta. Tho radar stations ooro able to furnish aajgr valuable 
hints aad sugg— tioos to tho SIS out-stations, and rlos versa, Both — rrio— ooro 
in a poalti— to —slot ground control statlom in — otoring Goman flghtoro on 
tw Russian aircraft. 



In addition to taotioal lntolligsnoo, there — s also s graat deal at at ra- 
ta gin in, amotion to bo derived As Russian i/7 traffic. Such Inf — tl— coo- 


prlssd idonti float! on .>nd location of Sunni n units, tbsir strength, and their 
vaotl— . Tbs Fllegsrkorpo and Luftflotten, whioh ooro primarily inter— ted in 
this sh—tegle intelllgsaes, did not re— i— it directly fr— the i/7 out-stations 
but ratber fr— the regimental e—lnation compeiy , where the traffic oaa carefully 


TOP PPOR 






DECLASSIFIED 

Authority hJ /U f] QL 1(5 1 

It. 



1 

rOP stunt i 


UBJSi 



* 

Captain Holetsto, C.O. 1st Co. 312 Begt. 353 


Llmtenant iua, lot Co. iD kegt. 353. 


I. General 

Tho Luftnff* 312 had boon working on Russian »lr faro* oodos ever ainca 
1937, 1 Uo U»t of tho it usse- Finnish ostial gn where alsqple versions of 

tho 2 -, 3-, 4- and 5-figure oodos vara used. Throughout tho Busso-Goman war 
thaoa oodos voro lop r erred and boo— o noro ccaplioated. is this was a gradual 
nl logical development, tho 312 was able to keep ahroast of ohsngos. Tho signal 
of floors of soon air tny wars given oonaidorablo indopondoaoo in oxyptographlo 
■attars, although * particularly happy invention of ono aught gradually bo adoptod 
ty tho others » 



Tho basis of this oodo was a largo square, subdivided into ons hundrad aasllar 
squaros. Thao a aasllar squares o— prised tho vooabulaiy, a rambar, lsttar, or 
phrase being inscribed in oaoh sqaaro. Messages wore encoded by reading tbs o<h 
ordinstss of th* —all squares in tons of two figures. . 


.bo oodo was usod nlj by front-line units and pros— tad wary little dif- 
ficulty to tho Luftwaffe 313 fr— tho aryptanajytio standpoint, swan at tin— whan 
tbs nusbsr oo-onlinatea of the noall squares wars re-ehuffled daily. 
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Hvldta into f 



the 


anti (no tod rw 


4) 


•t um first 



( 5 # 5 . 2 


7 ) i 


to font to first digit s t oil t 


fl 



In vUoh 



th# page tb* do si rod 



, t 


to bo f 


digit of tbs thro* -figure group 


tbs appropriate lino is 





tte otnUr strips This strip «ss rsonbli, sad vu u ssd for • ch psgs of tbs 
book. Ths third digit of tbs tharss figurs group ^prsooated the os 

ohiob t o osrd nos to >*• found, tbs page nunbare bslng shorn on tbs tbnb index. 



1. Aiortor matter 

3 . Psgs amber 

At took 351 

fVmbor 301 

C-pmr »1 

hi rv-c ti on 7U 




ill snrodod group* containing words frcs this peg* ended in ths flgirt *1"; fra 
the following page in figure etc. 

B. Variation* 

Tbs ba sic wooa b ula r y , in tension alphabetical order, rssMlnsd constant. 
The figure daelgnetioss used for encoding, hssrwsr, were changed ewsxy ten dgrs 
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Captain 
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4 
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4 


An tl*Tn nk 

/ 1 

Cavalry 



ipproocn 

0 

Column 




4 

Cobb ind 

0 


A^diUlt 

2 

Coaf -:txy 



At ’-nek 

j D 

Con ■••DtriUoii 



Atulllar/ 


Cross Hoads 

m 


r 



o 


H 


D 



3 

n 

0 




5 

Defend 

! 9 1 


>t tail or. 

✓ 

Deliver 



Batter/ 

9 




boab 

1 

D. . ectl n 

8 


Bca..cr 

0 

D.vielon 



* undary 

C 

Dr»eeii t Station 



. ■ ► 

a 

Drl ver 



iii 1 # 1>1# 

3 1 

Due-Cut 

% 


1 * ' 

4 

Dupl If • • | 

L-J 


2 
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to a table iljdUr to that shown is Figure Vo. b. The new iportrr 


■OIiiii « ad page wtnr» on obtained tgr firing tho figures la na *•* end 




writing than la tho oode hook, clockwise, beginning la tho igrper loft -bond corner. 
CoLam *b' «a used to replies tho top fa fig* res at tho ooafr strip, end col it 
•o' , boginnlag fron tho botta, to fill tho lower half of tho center strip. For 
tho next tno-lgr period, row *d* nad columns 'o' sad T wore wood, and so on. 

Cm Roclphenoont 

Tbs V* figure code bee one increasingly difficult for tho SIS, owing to tho 
introduction! of acre sad aore o«q>lloatod rociphoriag devices. At first tho oodo 
* had boon used un-m. inhered; than tho first figure weo redpherod; end later tho 
second end third. Thors followed e system of rociphoriag by combining two, or 
oil throw figures, da added obstacle osae with tho uoo of oodo groups for 'rood 
letters” sad 'rood figures". Similarly, fron a regular change In the use of a 
particular reolpbering table , the Buaelaao went over to a raadm change, and 
later, tlrauft the uae of indloatars, could change tbs table for each message. 


nr. fqur- f; re 'oq» 

Am Construction of Code Book 

T.’da code book had 1000 baslo noonings. The first two digits of s 4^ figure 
group wore s reference to page, tho second two digits to a lino within tho given 
page. The vooabulaxy was scattered, although alphabetical within blooks. 



B. H eel phea s ant * k 

Until tho beginning of 1%2 tho solo fore of red phsmost was s fixed 
additive, appended to tho first two digits (pegs amber). Tho next stop was tho 
rodphsraent of the last two diplts, either singly or together. This sweat that 
now tbs whole L- figure basic group was redphorsd, but with eaeh of its occu r re n ces 
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in the clfA«r Uxt U 0 




tlAgrt lid t 


changed on a ti mm baele, tb» 



Of lAdl 


iA the 


C. 




A groat aid to tba Luf wnffe 


1a breaking tbaaa 


wna tha pos- 


sibility of identifying Russian uaita using tba coda fr<a other signal intelligence 


sources. This, oouplad with a knowledge of tba hablta of ouch Russian unit a and 
otvat they wore likely to say in Aassa f es, greatly facilitatod analysis of tho 


4- figure aaaaagoa. Of additional aaaiatanoa aara word# and suffixes occasionally 
given in tha clear. 


A a alth tha 3 -figure codaa , tha Introduction of groupa for "road latter*" 


It neant that tha 


wee a distasteful development fron tha Genian point of wi 
Russian coda dark, to epall out a word, did not uae groupa for tba individual 
letters, but rather tha group for ary ward beginning with the letter he wanted to 
ape 11. This Innovation destroyed tba value of aiy frequency count for " epollere" , 


Ruaaian cryptographic technicians, who cj.ua£ 


a tine ta tha 


old tingle letters, lessened tha blow. 


The next obsUujle placed in the path of the Luftwaffe cryptanalyst 


the 


abend oiiant of tha tine basis for changing reciphe neant tables. By employing an 


ndloatar a different table could be used 


tins 


explicated 


themselves that discriminants had to be added 


With these refl 


ante in the A-flgure syetx the: 


an lrareaaa in t « 


oars and security giwen to its uea, with tha reeult that towards the end of the 




••v.r.1 aonth. 1 dopth of tnfflo m uaull; roqulrod to dmla, . utitf*ot«qr 


•ntry. 
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31nc* the feMbtr of re. Sphering p— albilltlao of ■ A-flgure oodo io coaaldar- 

ab]/ greeter tlua io too oaee of a 3 "figure oodo, the ooro quick to r*» 

ailoo too a parlor secu r ity of tbo form nr. it th« and of tba oar, of tho thirty- 
six Mpvtto codas io uao an tbo nartbarn sector, teenty-five ooro 4 - figure, and 
on!/ alas ooro J-flpin. *t tlw beginning of tho oar this preportion bad boon 
ro vo rood. 


like 3- figure, tho V- figure ay a toe was used above division level, and on]/ 
in axe optional oaooa did regiaonta pooaaas this coda. On tho northern a actor tba 
point-to-point network a of tho tactical air units bscans, to a groat axtant, aergad 
with those of tho ground forces. This tended to increase ciyptogrnphio and signal 
security. Although now rociphoriag g/steao often appeared first an tho southern 
sector, closer adhere nos to regulations made those on the nertharn sector the 
more difficult to break. 



In the 3- figure eye tan the Russians uaad a baalo vocabulary, aa swing the 
proportions of a dictionary, for converting clear text into 5-flpu a e groups; and 
a one- tine reciphering sheet of one hundred raadw 3-figure groups, which, talari 
in ardor, ears added to tho banio 3" figure code groups • Tho result was tho oipbar 
text as tranaaittod. A cue -tine pad oantainad fif’^r of such cne-Ua* abeats, each 
shoot bearing the sane 5-figure serial nunber assigned to tbo pad. Kach sheet was 
additional]/ maabered frm 1 to 50. 



Since tuia a/stam 
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<7f solution U the field, leovdlnc^, ell eryjitaneiytio 


it 


* 


the KumI 


tl« could 


U« of Be for at B of the CM^UU* 


mV at ouch 




the specialists of this 


tM 


is ouch 



to 


caoili tn 



r diff 


the soot 



U too be»lo book which hod boon ooptured. 


C. Trofflo Bhlrili 

Although !>- figure nee ■» gee could not bo rwu, laegr wore uovortbolooo of 
assistance in the field of traffic analysis. The following aide to recognition 
of unite ooourro' 4 in the nee gee: 


1. A- 5“ figure group found tueang the firet flee to seven groups of the 
ooesego would be the ctuel nunber of the one- tine pad used. This group would 
rone In constant far fifty neesages. 

v 

2. A further ^-figure group, usually within the first seven groups of the 
manage, but Iwaya following the one- time ped amber, would contain, as its lest 
two figures, tne nrnber of the redpherlng sheet (1 to 50) u <ed. The niddle 
figure of this group indicated the organise ti anal level, e.g., *6" night ro p re- 
eent carps forward to division, or "5" division to division. 

J. The lest 5-flgure group of the neoe a ge wee its evriel nuaber, starting 
with 00001 and continuing indeflniteV, re gar Usee of oh ngs in one- tine pad 
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•2T* rodffcerlng iM«t no.) 





: tie 





0 to 9# nlnersft ^jrpc*, oral units. 


s? tst nr, tM *••••!•?> •< r »*»rr*o used • 
a- to . it cauinw gr <r.rp» fw in* fi|or« 
OooMiMtl)/ thooo codo groups would bo in- 


serted in noTunl 3 -figure or 4-figure seesoges, •••“« of groot oo slots nee t© 

the ueruen ciypUroijrii. Tt»o special cods v^o reelj>hered weekly rar epilylnt' • 
fixed additive, on for tho moot port presented eery little difficulty to the 
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Major Mane VI ate la 

C.O., 2 ad h. , 353rd Raft., Root 

Luftwaffe SIS 



da n£7ig»ii«»l aide for their aircraft, the Russians used i am mi Tj knows 
t y pes of circular radio beacons of both light aad hoary design; radio broadoaat 
with recognition sign* la lrrtaroparaad throughout tha ordinary tranaalaal oaa ; aad 
tha so-called "hose Beacons". 


Ordinarily a pilot uaad hi a radio oonpasa to orient hinaelf with tha oiro.lar 
ha an an. Doamr, if ha ao daslrad ha could orient hinaalf )gr naans of tha *looo 
Beaoon", which did not require the uaa of tha radio rwqtass. 

Tha "Rosa Beacons" worked on a frequency of 250-600 Kos., and oonaiotod of 16 
beaaad antennas, spaced o<juully throughout e 180° arc. 

A proscribed letter wss rut emetic ally transmitted free each of tha antenna in 
consecutive order ty a high-powered transmitter in tha oantar of the installation. 

It required 32 seconds for a o cap late keying, each separate letter being trana- 

», 

witten ovci a period of two seconds. Tha antannaa were narrowly baanad and there- 
fare reiy direotianal. Vhen tuned to a "Roes Baaoon" station, the pilot would hear 
the 16 letters in succession, at varying intensity owing to tha directional proper- 
ties of tha t rental t ting antannaa. After t rentals a ion of tha 16 letters was com- 
pleted, a double- letter character was t rental t tad aa baaoon identification before 

the 16 letter transmission was repeated. 
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of Um 



I dantiflo « ti an letters nri act ohangad fr«qv>Bt ly eiara nob o lunges would 
Mt km aimi to ooneaal tho looatloo of tha beacons. Bo reliable connection 
oou Id bo ootobllobod Iff too SIS botoooa tho tines of operation of tbooo boaoooo 
•ad tbo .tuota of Russian long range barters. Data on tho a Kooo Beacons" ware 
furnished to Cemaa tactical units tgr order of the Chief Signal Offloar, aad ware 
occasionally used tgr tha for navigational purposes. Ob tho whole, Goman pilots 
and navigators ooaeldered thaa unreliable «nd preferred to use Gerusn navigational 
aids. 



II. Ground Radar 

In the sim>er of 1943, tbs Luftwaffs SIS established fr<B R/T traffic that the 
Russia** were experimenting with ground radar in their air defense seaas (PSO's). 
Three or four radar intercept terns with h/j e.;uipmnt wore plaoed along tho front 
tho Luftwaffe oES. Intelligence derived fr<n this Boiltorlng lu iloatea that the 

*rusai«as wri uitd.R£ very little progress in the field of radar, aad that their 
equipment «• f«r infari'"’ to th«t of Gerr?."!** or the wester^ Allies. In tho 
f * 11 of 194,4, it wss determined that — the central sector, apart fron several 






•■all radars whioh wsro apparently being used for flak control, there wan only one 
large installation, nd that in tha vicinity' of tarsaw. R/T traffic indicated that 
there wer* tevwral ot»r Rusaian radar installations within the air defense tones , 
but tbs location of those could never be plotted by E/P. 




A plethora of Russian sign 1 equipment was salvagsd fron aircraft whioh 
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Mti war* knom to tha Luftvaff* SIS, and changes varo waxy 
this aatsrlal did not roprsssnt a groat source of lntwo s t. 



» 






B. r<ocui ■ nta 

A voalth of iDfaraatiOB was obt lnod from SOI 'a, panel He d no too, and signal 
doouosnts in gsnsral, vbioh wars taken fr<m captured Russian aircraft and air cross* 
at 7 Caraan units wars instructed to turn over ajqr suob mate rial ratriarad to tho 
Luftaaffa SIS without daisy. Rue), lj^ortant infonution an codas, frequencies, and 
oall-si^is vts obtained, as wall as capias of naps, ind ^id- square enciphering 
ay item. ueh data greatly fa il±t*ted SIS evaluation work, in moat cases 
provided gratifying confirmation of previous signal intelligences The Luftflotten, 
e well *s other Luftwaffe and units, co-operated splendidly in expediting 
this mterial to the hands of the SIB. 

Verb tin statements of all Russian Ft 's taken at Interrogation centers ossa 
directly to the SIB, and an evaluation was made as to whether the statements were 
truthful *• tA njM« Af rtr^nl rnahur nf personnel, intended sowwintl of 

the organisation, etc. For the most part the statements of the Prf's were true; 
however, through efficient checking and evaluation a lie oould be detected and 
pointed out. Signal personnel, or fighter pilots who handled their own radio 
c camuni oa ti on vwre interrogated directly ty the SIS evaluation companies, or ty 
'tdefa of the out-etatione in whose area they were captured. During interrogation 
every effort was wade to det amine the type of propaganda to which the prisoner 
had been subjected. The universal opinion of the Russian pilots was that they 
would be shot by the Germans and they often asked that it be done quickly. To 
the Caimans, the belief of the Russian pilots was not at all strange, as they were 
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given to under* t and that the Rusal ana always shot Gonaaa prisoners after capture 
and Interrogation. This fact was conclusively proved ty intercept of Russian 
ground force networks ty the German Any 315 9 saicx* neasagea reading: "Before 
jcai liquidate the prisoners, you mist Interrogate than", or "We oannot send you 
the prisoners as we hare already liquidated than”, or "If you liquidate the 
prisoners be sure and cave the 1st Lieut* as he is to be interrogated further", 

or "Don’t liquidate all the prisoners *a we need them tor labor", or again "Shall 
I liquidate all the prisoners? There are too maiy here"* Answer: "Tea, the swine 
uiust all dia tppear"* It ie only natural that the Russian pilots expected to be 

o 

shot when captured, s their daily propaganda stressed this point. After the 
prisoners had seen for thnnselves that they would not be shot, they became bitter 
over having been subjected to false propaganda, nd were often most co-operative, 
in msiy instances furnishing valuable information. 



One gained the impression during an intarrogation, that the extreme security 
practiced by the Russians was occasioned l y greet distrust of one br»noh for an- 
other vithin the Russian Faroes* The short period of training, and low mental 


capacity of the Rusaxan soldiers oust have been another reason 
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